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Thesis Abstract

Tugba Yildirim, “Evaluating and Designing an Internal Control System for Information

Systems Processes Using Control Self-Assessment, 2014”

Information systems take its crucial role in the heart of business life today. Most of the
business operations are held via information technology. Achievement of business
objectives are strictly related with information systems (IS) internal control system in order
to create effective and efficient business processes.

It is very important for organizations to prevent undesirable events and operate activities
effectively and efficiently in achieving business objectives. Fraud events took place in
some of reputable organizations and the reasons for these events are concluded to be the
lack of risk management and effective internal control system. After these fraudulent
events in organizations, frameworks developed to manage risks and reconstruct their
internal control systems. Designing an effective risk management and an internal control
system is proposed as a solution for more effective and efficient operations. Recently,
information systems became very important in operational activities since most of them are
done by information technology. This dependency forced organizations to manage risks
related with information systems and establish an IS internal control system.

Control objectives for minimizing risks, their control practices and test steps of these
controls are provided in reference guides. Control objectives are located under the IS
processes. Risk and control specialists deal with risks in these processes and controls to
minimize them. They are expected to work on making organizations compliant with related
laws and regulations as well as internal policies and rules by designing controls.

Several information can be found about importance of complying with the standards,
frameworks, IS internal control system, control objectives, control practices. However,
studies lack the answer for “How” to design internal control system in compliance with
related frameworks and standards.

This thesis provides an answer for the question of “How to design IS internal control
system?” In this study “Control Self-Assessment Method” is proposed as an effective
method by mentioning essential critical IS processes.

Control Self-Assessment method is selected since it provides a flexible solution which is
especially appropriate for designing an internal control system to achieve changing
objectives of the companies.



Tez Ozeti

Tugba Yildirim,  Bilgi Sistemleri Siirecleri i¢in I¢ Kontrol Sisteminin Kontrol

Ozdegerlendirme Metodu ile Degerlendirilmesi ve Tasarlanmasi, 2014”

Gilintimiizde Bilgi Sistemleri is diinyasinin kalbinde vazgeg¢ilmez bir rol oynamaktadir.
Birgok is bilgi teknolojileri vasitasiyla gerc¢eklestirilmektedir. Etkin ve verimli is siiregleri
olusturarak is hedeflerine ulasilmasi bilgi sistemleri kontrol sistemi ile siki sikiya baghdir.
Kurumlar bu hedeflere ulasmak i¢in en iyi uygulamalari igeren ¢ergeve ve standartlari
kullanmaktadir.

Kurumlarda; istenmeyen olaylarin ve kayiplarin 6nlenmesi, operasyonlarin etkin ve verimli
bir sekilde yiiriitiilmesinin saglanmasi biiyiik 6nem tasimaktadir. Gegmiste ¢esitli biiytik
kurumlarda yaganan vakalarin sebebi olarak kurumlarda etkin bir risk yonetiminin
yapilamamasi ve etkin bir i¢ kontrol sisteminin eksikligi gosterilmektedir. Kurumlarin
etkin bir risk yonetimi ile riskleri minimize edecek etkin bir i¢ kontrol sisteminin
tasarlanmasi hem bu tiirden olaylarin yasanmamasi hem de operasyonlarin daha etkin,
verimli ve uyumlu sekilde yiiriitiilmesi i¢in ¢6zlim olarak sunulmaktadir.

En iyi uygulamalara iligkin standart ve gergevelere uyumun 6nemi, bilgi sistemleri kontrol
sistemi, kontrol hedefleri, kontrol uygulamalar1 konularinda ¢cogu bilgi mevcuttur. Fakat
tiim bu bilgileri bilgi sistemleri kontrol sisteminin tasarlanmasina yonelik olarak bir arada
ele alan bir ¢alisma olmasi bakimindan ¢alismamiz 6nem tagimaktadir.

Bilgi Sistemleri i¢in kontrol sistemi tasarimi, en iyi uygulamalara yonelik standart ve
cercevelere uyum konulari iizerinde ¢esitli caligmalar olmasina ragmen ilgili ¢cerceve veya
standartlara uyumlu bir kontrol sisteminin “Nas1l” tasarlanacagi hususu agikta kalmistir.

Bu tez ¢alismas1 “Bilgi Sistemleri icin I¢c Kontrol Sistemi Nasil Tasarlanir?” sorusuna
cevap sunmay1 amaglamaktadir. Bu ¢alismamizi temel kritik bilgi sistemleri siireclerine
deginerek Kontrol Oz degerlendirme Metodunu uyumluluk icin etkin bir ara¢ olarak
sunmaktay1z.

Bu tez calismasinda kritik bilgi sistemleri siirecleri igin i¢ kontrol sisteminin Kontrol Oz
degerlendirme metodu ile ‘Nasil’ tasarlanacaginin agikliga kavusturulmasi
hedeflenmektedir.
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CHAPTER 1

INTRODUCTION

Business organizations, dealing with rapidly changing competitive industry environments,
changing customer priorities and demands, are required to manage risks related with
objectives and establish a reliable internal control system. In Committee of Sponsoring
Organizations Enterprise Risk Management (COSO ERM, 2004) framework, it is stated
that “The underlying premise of enterprise risk management is that every entity exists to
provide value for its stakeholders.” This can be achieved by an effective risk management
which enables organizations to manage uncertainty and helps management in dealing with
uncertainty and asses risk and opportunity to enhance value for business and internal

control system in organizations.

In Chapter 1 “Need of a Holistic Approach for Designing IS Internal Control
System”, a necessity for a holistic approach for designing an organization’s internal control
system for Information systems is discussed. Since Information Systems (1S) take its
crucial role in the heart of business life and most of the businesses operations are held via
information technology, achievement of business objectives are strictly related with 1S
internal control system. Since information technology (IT) develops with a rapid
acceleration, management of internal control system for IT became more difficult. New
developments bring new risks and threats to organizations to be managed. In this chapter
the importance of designing and evaluating IS internal control system is stressed and
apparent frameworks, standards and approaches are discussed. By looking at these
resources the answer for the question of “How to design an IS control system?” is

questioned and the need for a holistic approach in designing an effective 1S internal control



system is stated. The importance of processes on internal control systems design and

evaluation is also stressed in this chapter.

In Chapter 2, “Convenient Quality for IT -Governance- Aware Companies”,
importance of quality management by an internal control system point is given. It is very
important for an internal control system that policies, standards, procedures and processes
are established, documented and followed. The role of quality management specialists and
risk and control specialists is given. The common parts of IS quality management and

internal control system is stressed.

IT Governance framework which is regarded as an effective framework to provide
IT excellence and quality (Robinson, 2005) and ISO 9001:2008 can be considered together
by focusing on their similar aspects, thereby increasing the quality of IT processes
integrated with QMS. ISO 9001:2008 creates much more efficient and effective operation;
increases customer satisfaction; reduces the number of audits; enhances marketing;
improves employee motivation, awareness and morale; promotes international trade;

increases profit; reduces waste; and increases productivity (Rohitratana, 2000).

In Chapter 3, “Internal Control Design for Information Systems with Control Self-
Assessment Method”, Information Systems control frameworks and standards and related
reference guides are taken into consideration and a concrete method for designing IS
internal control system is questioned. Control Self-Assessment method is discussed for 1S
internal control system design since being aware of the significance of IS internal control
system and rapidly changing risks and opportunities IS poses to organizations; design of

this system ranks higher points in importance.

This study aims to open a door for risk and control specialists by giving a holistic

approach for designing IS internal control system. By using numerous information about



characteristics of best control practices and widely accepted standards and frameworks, a
method is needed for IS internal control system design. In the literature some methods are
proposed for control system design and evaluation; one of which is Control Self-

Assessment (CSA).

In Chapter 4, Practical Application of CSA, a practical method for risk and control
professionals in helping them to assess the effectiveness, efficiency of internal control
system and to provide an appropriate platform for designing internal control system;
application of Control Self-Assessment method is discussed in this chapter. Different
forms of CSA are defined and rules for selecting the right approach is given. Critical

success factors for CSA are stated which are keys to get the best performance of CSA.

Although information can be found in academic studies and reference guides about

Control Self-Assessment Method; it still lacks a practical way of implementation.

In this chapter a CSA workshop process is given in order to provide a practical way for
risk and control specialists. A focus group study is made to assess the appropriateness and
applicability of this process. Nine professionals attended the focus group study with an
experience of 3 to 23 years with an average of 11,88 years; coming mostly from banking,
information systems and consultancy sectors. All of the nine participants have at least one
certification in risk, control, security, audit and governance areas. Focus group participants
have 19 certificates in total. The necessity and priority of the process steps are assessed

according to focus group study results.

IS internal control system is a very important enabler of an organization because
most business operations are strictly related to information technology. Critical
information systems processes are given in Chapter 5 “Critical Information Systems

Processes” to provide most risky Information Systems processes taking generally accepted



IS standards’ and frameworks’ common parts. Making a risk assessment which provides a
prioritization in designing internal control system by using Control Self-Assessment for

these processes is recommended in this chapter.

Realizing the importance of design and evaluation of IS internal control system in
achievement of business objectives, taking quality as a key step for effectiveness and
efficiency of internal control system and following widely accepted governance and
control frameworks with best practices, Control Self-Assessment method is recommended
in this study and a practical process is given as an implementation guide. For prioritization

of CSA efforts, critical processes for an IS environment is also provided in this study.



CHAPTER 2

NEED OF A HOLISTIC APPROACH FOR DESIGNING IS INTERNAL CONTROL
SYSTEM

Introduction

Business organizations, dealing with rapidly changing competitive industry environments,
changing customer priorities and demands, are required to manage risks related with
objectives and establish a reliable internal control system. In Committee of Sponsoring
Organizations Enterprise Risk Management framework, it is stated that “The underlying
premise of enterprise risk management is that every entity exists to provide value for its
stakeholders.” (COSO ERM, 2004) Undesirable past events such as in the Enron
(accounting fraud, keeping huge depts off the balance sheets) and Worldcom (accounting
fraud, underreported line costs by capitalizing rather than expensing, and inflated revenues
with fake accounting entries) indicated again that there is a significant requirement for an

effective risk management and internal control system in organizations.

In order not to face with these undesirable events and achieve business objectives

with a reliable and an effective internal control system; a holistic approach is needed.

In this document, definition and importance of internal control is given, importance
of quality for internal control system is stated. Objective, risk and control relationship and
their importance in designing internal control system is described. Evaluation of
sufficiency of apparent guidance on internal control system design is clarified by taking

best practices and frameworks into consideration.



What is Internal Control?

Internal control is defined as follows:

Internal control is defined as a process, affected by an entity’s people, designed to
accomplish specified objectives. The definition is broad, encompassing all aspects
of controlling a business, yet facilitates a directed focus on specific objectives.
Internal control consists of five interrelated components, which are inherent in the
way management runs the enterprise. The components are linked, and serve as
criteria for determining whether the system is effective. (COSO ERM, 2004)

Business organizations face with uncertainty to achieve business objectives and gain value
for company. It is a challenge for management to determine how much uncertainty to
accept in order to gain stakeholder value. “Uncertainty presents both risk and opportunity,

with the potential to erode or enhance value.” (COSO Executive Summary, 2012)

Establishing an enterprise risk management enables organizations to manage
uncertainty and helps management in dealing with uncertainty and asses risk and
opportunity to enhance value for business. In another words, enterprise risk management
helps an entity get to where it wants to go and avoid pitfalls and surprises along the way.

(COSO ERM, 2004)



Importance of Quality for Internal Control System

Wallace, in her Internal Controls Guide book claims that “Hand-in-hand with continued
improvement is the notion of the quality” (Wallace, 2005). This is also the same for
internal control. A widely applied Deming (who is known as the “Father of Quality”)
improvement cycle, Plan-Do-Check-Action (PDCA) reflects management’s commitment
for enhancing quality. By looking from the internal control point; two approaches have a
lot in common since both are aimed at achieving business objectives, focus on identifying
planned accomplishments, fulfill the planned tasks, check whether the planned are done or

not and answer the question of learned lessons.

As indicated in Wallace’s book, “a clear one-to-one mapping of critical aspects
coherent control framework exists between the PDCA cycle and a control structure for an
entity.” (Wallace, 2005). Frameworks and standards are also said to improve quality
management system. For example, in several publications, COBIT is regarded to be an
effective framework to provide IT excellence and quality. In the “IT Excellence starts with
governance” (Robinson, 2005), it is said that IT governance provides the essential bedrock
for effective acquisition and deployment of technology. Another study uses COBIT to
refine IT Processes for quality. In the article, refining IT processes is claimed to provide
greater IT process and product quality and increased IT process efficiency and

effectiveness. (Reingold, 2005)

It is very important for an internal control system that policies, standards,
procedures and processes are established, documented and followed. In practice, quality

management departments are responsible for consulting in process development in order to



create effective and efficient processes. Changes to these quality documents are also made

by following quality management process.

While quality management specialists try to develop effective and efficient
processes and quality documents for business operations, risk and control specialists
concentrate on objectives, risks of these working styles and try to design controls. This is

very crucial in gaining value for business without any losses.

Obijective, Risk and Control Relationship

Obijectives, risks and controls are strictly related to each other. In order to talk about
controls there should be an objective determined by management, a risk that is related to

the objective and the control which can minimize that risk in achievement of that objective.

In past, controls are regarded to be only the concern of auditors. However; controls
are everyone’s responsibility in an effective internal control system. (McKeever,
2009)“Controls are not special things; they are just the things people do in their jobs.”
(Hubbard, 2005) Controls are inseparable parts of the business. While control
responsibility is everyone’s; top management has an important role of "setting the tone" for
their organization by fostering a control environment and they are “charged with
overseeing the establishment, administration and evaluation of the processes of risk

management and control” (Hubbard, 2005)

Risks are undesirable events which have a negative impact. They “can prevent
value creation or erode existing value.” (COSO ERM, 2004) By designing controls; risks

can be minimized and maximum value can be gained.



Obijectives: Things an organization wants to accomplish

Risks : Things that might prevent accomplishing an objective

Controls : Things that help meet an objective by managing that risk

Internal Control System Design

An effective control system provides reasonable assurance for safeguarding assets, the
reliability of financial information, and compliance with laws and regulation. “Control
system does not provide absolute assurance since it is the management’s responsibility to
determine the balance between risk of a certain business practice and the level of control
required to ensure whether the business objectives are met.” (Understanding Internal
Controls) “Sometimes the cost of a control may be more costly than the exposed risk or
than the benefit. Management and control system designers should be aware of that “The
cost of a control should not exceed the benefit to be derived from it.” (Understanding

Internal Controls)

When designing internal controls; the first step should be identifying the objective.
After the management’s determined objective is identified, then the risks for that objective
should be assessed. Management has the responsibility to response to the risks. Types of
risk responses that management can decide are risk avoidance, reduction, sharing, and
acceptance. (COSO ERM, 2004) If the risk is not accepted than controls should be

designed by business owners and risk and control specialists.



Importance of Information Technology In Internal Control System

Information Technology, as an important enabler for business operations, brings lots of
opportunities for business life such as automating processes, decreasing human error and
effort and helping in decision making for management. However, it also brings lots of risks
to be managed in order to enhance value and prevent undesirable events. According to
Yong, “Information technology not only brings great convenience to the enterprises, but
also creates numerous unsafe factors; the increasing complexity of information technology

has become a major risk what the enterprise facing.” (Yong, 2010)

Internal control system for information technology became crucial with increasing
dependence on its effect of business. Since IT develops with a rapid acceleration,
management of internal control system for IT became more difficult. New developments
bring new risks and threats to organizations to be managed. Chen claims that IT changed
the management pattern and increased their operating efficiency and gave a competitive
advantage to the enterprises. He also refers to pretends IT as a double-edge sword, because
IT increases the risk of enterprises along with bringing enterprises the results such as the
govern risk of IS, the leaking risk of internal control of software, the instability risk of

running system, the man-made risk etc. (Zhibin, 2007)

Debreceny stated that “The importance of designing, building, and assessing the
quality of internal controls on the lifecycle of information technology (IT) investment has

been heightened since the passing of the Sarbanes-Oxley Act.” (Debreceny, 2006)Sarbanes

10



Oxley Act 2002 is the result of corporate frauds and failures of the early 2000’s and this

act has brought the nature and effectiveness of internal controls into focus.

Need of A Holistic Approach for Designing IS Control System

Establishment for an IS internal control system, designing controls to minimize risks,
making business operations effective, efficient and also compliant with related laws and
regulations and creating reliable financial reporting issues are stressed on both internal
control, risk management frameworks and control focused IT governance frameworks and

standards.

For example, COSO ERM framework includes details about the components of an
internal control system by definitions. Furthermore, as an example, COBIT framework
includes control focused objectives for IS processes. ISACA provide “Control Practices”
for information systems processes. ISACA also published an “IT Assurance Guide” for
auditors explaining the test steps for testing the compliance with COBIT framework.
However, a holistic approach for establishing and designing an IS internal control system
is not provided for risk and control professionals. Some clues are given in COBIT about
methods to use in the evaluation of internal control. However, it lacks the answer for
“how” to design an IS control system, although it mentions about components of a control

system such as control objectives, risk drivers and value drivers for IS processes.

The information about “what to” do is given in studies, however this topic needs to

be studied since it does not answer the question of “How to” design IS control system.

11



There still a necessity for a holistic approach defining and explaining design process of an

IS internal control system.

Impact of Frameworks and Standards on IS Internal Control

Frameworks and standards are developed for effective IT governance (among them) some
of which are focused on control such as Control Objectives for Information and Related
Technology (COBIT). From control point of view, complying with these frameworks,
standards and best practices became a facilitator for making effective, efficient and
compliant IT environment and processes. This compliance also serves for the
establishment and maintenance of the IS internal control system. According to O’Donnell
and Rechtman (2005), COBIT represents a comprehensive set of control processes,
objectives, and activities that can be customized to an entity's needs. They claim that
COBIT's scalability and comprehensiveness serves an entity's complete IT needs such as
designing, implementing, or reviewing them. “The systematic manner in which COBIT can
be presented and used creates the opportunity to deliver an efficient and effective

consulting engagement.” ( J.B. O'Donnell & Y. Rechtman, 2005)

Hubbard claims in his book that using a framework such as COSO, COCO etc.
helps identify and categorize risks and controls. The organizations that are not using
control frameworks rely on the skills and experience of the facilitator and work team to

know when ail controls and risks have been covered. (Hubbard, 2005)

12



Conclusion

Considering the importance of establishing a reliable internal control system for
minimization of risk and maximization of benefits; a holistic answer and a method is
needed. Method should be sufficient to answer “how” questions in design of IS internal

control system.

Although there are lots of information about risks, control objectives, controls and
related guides; there still is a necessity for a holistic approach defining and explaining
internal control system design process. An approach which brings all useful information
from all these references with a method for design process will be a key for an effective

internal control system.
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CHAPTER 3

CONVENIENT QUALITY FOR IT GOVERNANCE AWARE COMPANIES

Introduction

IT governance processes and quality management systems (QMS) processes can be
considered together by focusing on their similar aspects, thereby increasing the quality of
IT processes integrated with QMS. Businesses adapt their IT processes to widely accepted
frameworks and standards, such as COBIT (COBIT 4.1 Control Objectives for Information
and Related Technology, 2007) and ISO 9001:2008, to prove their reliability and

competence.

COBIT is regarded as an effective framework to provide IT excellence and quality.
(Robinson, 2005) Stephen Reingold proposes that refining IT processes increases the
quality of IT process and product quality. Moreover, their effectiveness and efficiency are
improved. (Reingold, 2005) COBIT 4.1 includes maturity models for each process (based
on, but in many respects quite different from, the Capability Maturity Model Integration
approach) to support assessment of its current maturity state and supporting process
improvement planning toward a future maturity state. This means that COBIT is used for
improving systems and software quality. ( Mapping of CMMI for Development V1.2 with
COBIT 4.0, 2006) In light of the academic studies and case studies about COBIT 4.1, it
can be seen that COBIT provides quality for IT related processes resulting in more
manageable and controllable environments. To prove quality, enterprises may choose to
(or be required by a key customer to) comply with ISO 9001:2008 for specific areas of
their activity. Quality management models based on ISO 9001:2008 lead to much more

competitive enterprises. (Wade, 2002), (Barnes, 2000). 1SO 9001:2008 implementation
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creates much more efficient and effective operation; increases customer satisfaction;
reduces the number of audits; enhances marketing; improves employee motivation,
awareness and morale; promotes international trade; increases profit; reduces waste; and
increases productivity (Rohitratana, 2000). Similar to COBIT, ISO 9001:2008 has also
been studied for integration with other standards. These studies aimed to provide quality
for business as a whole (V.Jovanovic & D. Shoemaker, 1997) and proposed to use ISO
9001:2008 for software quality management. (B. Tam, L.Chinho, & Chin Hisang, 2003)
ISO 9001:2008 is used to provide quality in e-commerce environments. A model has been
developed for the compliance of these environments with 1ISO 9001:2008 standard. (B.
Tam, L.Chinho, & Chin Hisang, 2003). However, there is not enough emphasis on the
relationship between COBIT 4.1 and ISO 9001:2008. Both of these are widely used, and
they focus on refining processes and aim to improve effectiveness and efficiency.
Organizations can benefit from the guidance of COBIT 4.1 for IT procedures while using
ISO 9001:2008 to improve their quality. Also, organizations should not use human
resources (HR) more than necessary for common tasks in the proposed approach. Some IT
governance processes and QMS processes can be taken into consideration and carried out
together. This may simplify organizational schema for better management. Furthermore,
this approach can increase communication and improve collaboration between IT and
quality management departments. Therefore, this article aims to integrate processes of
COBIT 4.1 and ISO 9001:2008 so organizations can increase the effectiveness and

efficiency of the QMS through COBIT 4.1 control objectives.
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Methodology For The Mapping

A high-level mapping is done to compare the domain areas of COBIT 4.1 with the
requirements of 1ISO 9001:2008 by describing the overlap. COBIT 4.1 has four domain
areas—Plan and Organize (PO), Acquire and Implement (Al), Deliver and Support (DS),
and Monitor and Evaluate (ME) (figure 1). In the framework, there are processes and
related control objectives. These control objectives are affected by COBIT resources:
applications, information, infrastructure and people. COBIT’s information criteria (the
business objectives of processing information) are listed as effectiveness, efficiency,
confidentiality, integrity, availability, compliance and reliability (COBIT 4.1 Control

Obijectives for Information and Related Technology, 2007)

COBIT 4.1°s approach is targeted at auditing, control, management and
governance. ISO 9001:2008’s approach is in line with COBIT 4.1’s approach with respect
to its management system objective subjects. ISO 9001:2008 is also focused on improving
processes to increase profit and create a more efficient and effective operation.
Assessments, improvements and audits based on COBIT 4.1 and 1SO 9001:2008 can be
taken into consideration across the organization. These assessments can be integrated, and,
in this way, IT processes’ quality can be made more effective and efficient—clarifying the

relationship among these two references.
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Figure 1—Four Interrelated Domains of COBIT
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Figure 1. Four Interrelated Domains of COBIT

Figure 2—COBIT 4.1/1S0 9001:2008 Relationship
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Figure 3—Continual Improvement of IS0 9001:2008
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Figure 3. Continual Improvement of 1ISO 9001:2008

In this high-level mapping, COBIT domain areas are mapped with ISO 9001:2008

requirement areas, which are: [12]

1. Quality management system

2. Management responsibilities

3. Resource management

4. Product realization

5. Measurement, analysis and improvement

COBIT’s four process domain areas have much in common with ISO 9001:2008
requirements (figure 2). COBIT 4.1 provides guidance on quality management with the
help of PO8 Manage quality. In PO8, there are control system recommendations for
establishment and management of a quality management system. Continual improvement
of ISO 9001:2008 requirements (figure 3) are also included in PO8.5. There are several
examples of the shared attributes of these two references. To illustrate, COBIT’s ME

domain is related to ISO 9001:2008’s part 5.6 Management’s Review under Management
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Responsibility. In COBIT 4.1, the ME domain has control objectives for monitoring all
processes to determine whether the provided direction is followed. In ISO 9001:2008’s
Management Responsibility part, management is also described as responsible for

reviewing the system.

Both the COBIT framework and ISO 9001 stress segregation of duties to ensure
clarity among roles and responsibilities. In the PO domain of COBIT, the relevant control
objectives are PO4.6 establishment of roles and responsibilities and PO4.11 Segregation of
duties. Similarly, in 1ISO 9001:2008, part 5.5 Responsibility, Authorization and
Communication proposes that segregation of duties should be completed under the

responsibility of management.

Service support is an important part of IT governance and, in COBIT 4.1, managing
support service organizations’ issues are found in the DS domain. Similarly, in part 7.4
Purchasing of 1SO 9001:2008, support service organization management issues are taken
into consideration. Customer satisfaction is an integral aim of 1ISO 9001:2008, and it is
described in part 7.2 Customer Related Issues. In COBIT, customer focus is considered in
PO8.4, which “focuses quality management on customers by determining their
requirements and aligning them to the IT standards and practices” and defines roles and
responsibilities concerning conflict resolution between the user/customer and the IT
organization. [13] COBIT provides good practices across the Al domain, which “provides
the solutions and passes them to be turned into services.” [14] The Al domain’s control
objectives question if new projects deliver solutions to meet business needs and if new
systems will work properly when implemented. The related portion of ISO 9001:2008 is
part 7 Product Realization, which provides development stages with appropriate testing for
developing new products to check whether the developed product meets the business and

legal requirements and provides user satisfaction.
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Part 8 of ISO 9001:2008, Measurement, Analysis and Improvement, is largely
related to the ME domain of COBIT, which includes ME1 Monitor and evaluate IT
performance, ME2 Monitor and evaluate internal control, ME3 Ensure compliance with
external requirements and ME4 Provide IT governance. With these common requirements,
both COBIT and ISO 9001:2008 focus on preventing errors by monitoring and taking

remedial, corrective actions against undesirable business events.

Other than the related objectives of ISO 9001:2008 and COBIT 4.1, their affected
parties and general aims show a parallelism. To illustrate, COBIT 4.1’s control objectives
affect application, information, infrastructure and people to provide effectiveness,
efficiency, confidentiality, integrity, availability, compliance and reliability, which are also

the aims of QMS.

Taking the parallel objectives of the COBIT framework and 1SO 9001:2008 Quality
management systems can assist with integrating these two references in assessments and

reduce the time and effort spent.

Conclusion

Success in business can be achieved by improving business processes. Since IT processes
are at the heart of the business life, creating more effective and efficient processes results
in achievement of business objectives. By mapping the common objectives of COBIT 4.1
and 1SO 9001:2008, both IT governance processes and QMS processes can be taken into
consideration and carried out together, allowing one to support IT quality systems
management and IT processes effectively and efficiently. Carrying the compliance efforts

out in tandem can reduce the allocated time and resources for compliance studies.
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CHAPTER 4

INTERNAL CONTROL DESIGN FOR INFORMATION SYSTEMS WITH CONTROL

SELF-ASSESSMENT METHOD

Introduction

Being aware of the significance of IS internal control system and rapidly changing risks
and opportunities IS poses to organizations; design of this system ranks higher points in
importance. Organizations take control frameworks as a reference for risk management and
internal control system design. Furthermore; they perceive IS control frameworks with best
practices as an enabler for IS control system. Answer for “What is an effective IS internal
control system?”” question can be found in these reference guides. Control Practices,
published by Information Systems Audit and Control Association (ISACA) [1], is an
example of best control practices for Control Objectives for Information and Related
Technology (COBIT) IS processes. Moreover; numerous studies can be found about
evaluation of internal controls about specific information systems domain areas especially
for auditors. To illustrate, “IT Assurance Guide” is a reference guide for IS auditors
including how to test IS processes with detailed testing steps (ISACA, 2007). To illustrate,
Ott, MacLeod and Fan studied “Computer-assisted Audit Techniques: Value of Data
Mining for Corporate Auditors” (J. Ott, A. MacLeod, & K. Mar Fan, 2008)etc. IT
standards, guidelines, tools, techniques, audit plan examples, control testing guides, IS best
practice guides, importance of IS internal control system issues are selected as subjects for
most of the studies. For example “IT Standards, Guidelines, and Tools and Techniques for
Audit and Assurance and Control Professionals” is a guide published by ISACA,

especially focusing on how to test IS, which is again a good resource explaining the best IS
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control system. ISACA Journal also includes series of articles having the subject of
auditing especially. For example, Singleton studied on access controls for auditors in
(Singleton, 2008). However, there is little resource about designing IS control system for
control system designer which can work as risk and control specialist. To illustrate;
Singleton shortly touches upon the subject of control system design (Singleton, IT and
Privacy Audits, 2009) (Singleton, What Every IT Auditor Should Know About IT Audits
and Data, 2009). A control development life cycle model is studied which includes stages
of control design, implementation, operational effectiveness, monitoring. This study aims
“to enhance auditors’ ability to gain assurance about the reliability of the internal control
system and the individual relevant controls” (Singleton, What Every IT Auditor Should

Know About Controls: The CDLC, 2009).

By looking at the quantity of academic studies and reference guides, it can be seen
that much attention has been given for the evaluation of IS control system. However, the
same attention should be given to design of IS control system by stressing the importance
of it, since preventing undesirable events is as important as detecting those events. An
effective and continuous design process can be able to decrease the number of control
failures as well as to improve the controls and business processes. It can also be able to
increase risk and control awareness for business owners and organization. This study

provides a good introduction for CSA with examples from literature.

A Method for Internal Control Design

This study aims to open a door for risk and control specialists by giving a holistic approach

for designing IS control system. By using numerous information about characteristics of
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best control practices and widely accepted standards and frameworks, a method is needed
for IS control system design. In the literature some methods are proposed for control
system design and evaluation; one of which is CSA. To illustrate, in COBIT ME2 which is
called as Evaluate Internal Control process points out to the Control Self-Assessment
method as a control objective. According to Jackson; “There can be no doubt that utilizing
the business excellence self-assessment models was vital for achieving the culture of

continuous improvement” (Jackson, 1999).

What is CSA?

Control self-assessment, by definition, is a methodology that can be used by managers and
internal auditors to assess the adequacy of an organization’s risk management and control
processes (J.K. Kincaid, W. J. Sampias, & A. J. Marcella Jr., 2006). “It is a way of helping
organizations improve their ability to meet business objectives” (J. Sheffield & S. White,

2004).

As can be seen in the definitions, CSA especially addresses internal auditors.
However; Hubbard contends in his book that CSA is a tool for the entire organization and
an organization can benefit from this technique with wide spread use. According to
Hubbard, “CSA is a method of assessing controls in an organization that is already moving
toward empowerment. CSA is not a way for internal auditing to change the culture of an
organization”. He claims that culture changing process belongs not to the auditors; it
belongs to the management, who has the primary responsibility of the business. “CSA will
help support a movement toward employee empowerment, but it is not up to the auditors to

create or start that movement.” (Hubbard, 2005) Sheffield and White, in their case study of

23



CSA implementation, conclude that “CSA has developed to become something more than
an audit technique.” They claim that CSA appears to be a management control and it
focuses on performance, communication and feedback which promote organizational

excellence (J. Sheffield & S. White, 2004).

In CSA, personnel who are actually doing the work should be involved to evaluate
whether risks and controls are well balanced in achieving business objectives. Hubbard
contends in his book that; it is a difference of CSA from traditional auditing; where
auditors evaluate the adequacy of controls. However, experts of the business are much
more knowledgeable about the problems, hindrances, risks and solutions for their work. On
the other hand; Hubbard states in his book that “Auditors only come in once every few

years and stay for a short time.

They are not likely to become experts in a single work process.” Therefore it is very
helpful involving the real experts of the business in control assessment process. Hubbard
also says that “Tapping into the knowledge and experience of those experts in the area is a
better way to identify the real risks and the real effectiveness of controls” (J.K. Kincaid,

W. J. Sampias, & A. J. Marcella Jr., 2006). In light of this information, traditional auditing
approach and CSA approach responsibilities are changed. Traditionally, risk and control
evaluations are done by auditors, however, in CSA, this responsibility is given to CSA
work teams. Similarly, objectives of traditional audits are determined by auditors,

however, in CSA, management’s objectives are followed.
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CSA Benefits And Concerns

CSA serves benefits and concerns for organizations. Benefits of CSA are studied in
(Jordan, 1995). In CSA: A Practical guide (Hubbard, 2005) and McKeever CCSA Study

system (McKeever, 2009) benefits of CSA are explained:

e Risk and control consciousness is gained for all personnel

e Control responsibility is enhanced

e Kaey risks about subject matter can be explored by the help of business and risk-
control professionals

e Contrary to audits, personnel became more open to concentrate on risks they own

e Communication among the organization is enhanced

According to (1A, 1998), CSA improves the control environment of an organization by:

e Enhanced understanding and awareness of organizational objectives and control
roles
e Awareness of control importance in achieving goals and objectives.

e Increased personnel motivation in designing and improving controls.

According to Hubbard, the benefits also come with some concerns to be overcome
(Hubbard, 2005). In CSA: A Practical guide (Hubbard, 2005) and McKeever CCSA Study

system (McKeever, 2009) some examples of some concerns of CSA are explained:

e Due to incompetent business personnel involved in CSA studies, inaccurate results
are gained
e Due to incompetent CSA facilitators, sharing and improving atmosphere is not

established
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e Management not supporting CSA studies

It is stated in the McKeever CCSA Study System book (2009), which is a study
tool for certification of CSA, there are some situations that CSA does not work. These
situations are fraud situations, cultural issues, compliance audit shops, inadequate

resources and weak management support (McKeever, 2009).

Having the same goal of achieving business objectives, CSA and internal control
design have much in common. CSA includes communication with stakeholders; it serves
for control design mentality since business owners should be actively involved in this
process. All decisions should be made together; business owners should approve the new
or improved control designs. If a required control is not approved by business owners, they
should be the primary responsible in accepting the risk in the absence of that control. For
this reason, CSA can effectively be established and continued. Control self-assessment
method is selected in this study since it provides a flexible solution which is especially
appropriate for designing a control system to achieve changing objectives of the

companies.

Factors For An Effective CSA Implementation

In order for successful implementation of CSA, there are a number of effecting factors.
These are stated in Sheffield and White’s study. According to this study effecting factors

are:

e supportive internal culture

e asound corporate governance framework
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e the size of the organization
e the expertise of the facilitators
e aknowledgeable management

e asupportive non-executive directorate (J. Sheffield & S. White, 2004).

CSA Implementation Process

There are different approaches for the use of CSA. Many of the approaches can be used in

different circumstances. According to Certification in Control Self-Assessment book, each
organization should choose the most desirable approach according to their goals and scope,
resources, the knowledge and skills of the staff who will be involved in the CSA process

(J.K. Kincaid, W. J. Sampias, & A. J. Marcella Jr., 2006).

According to Institute of Internal Auditor’s (11A) Practice Advisory, CSA is a
formal, documented process designed to allow management and work teams made up of

individuals from business units, functions and collaboratively

e Identify risks and exposures
e Assess the control processes that mitigate or manage those risks
e Develop action plans to reduce risks to acceptable levels

e Determine the likelihood of achieving business objectives (11A, 2004)

In order for a CSA to be appropriate, there should be real experts from the business,
there should not be a fraud situation, there should not be a rapid corporate change (since
the objectives may not be clear in these situations), management support is not in place,

and culture does not support effective communication.
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Forms of CSA

There are three primary forms of CSA. Organizations select to use one or more forms of
CSA [9]. According to the culture of the organization, the nature of the industry (highly
regulated, financial, or charitable), the attitude and support of management, cost, the
comfort of the audit staff, the resources of the audit shop, The attitude of the audit

committee whether they believe in the success of CSA or not.

Control self-assessment provides a realistic approach for control system on the way
of achieving business objectives. It includes not just auditors and risk and control
specialists; it also includes business experts. This helps organizations not deviating the way
of business objectives but with awareness of risks and controls which in turn results in
achievement of objectives with minimum undesirable events. As indicated in Fig.1, CSA
requires the commitment of the stakeholders of the business. Business stakeholders puts
their knowledge about the problems, hindrances, risks and solutions for business and
related objectives; risk and control professionals come with their risk and control

conscience and knowledge with their facilitation and guidance skills in the CSA process.

Business experts are following up the management directions; risk and control
professionals are following up international frameworks, standards, best practices, laws
and regulations. Both parties share their knowledge and brainstorm to find the best results
for business. This cooperation results in prevention of undesirable events and creation of
effective, efficient and compliant business processes which in turn provides organization’

achievement of its objectives.

Forms of the CSA are as follows which will be detailed below:

1. Facilitated Team Workshops
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2. Surveys
3. Management Produced Analysis

4. Management Produced Analysis

Facilitated Team Workshops

According to IlA; facilitated team workshops are the most effective way of control self-
assessments since it enhances collaboration. The facilitated team workshop process
involves the CSA facilitator instructing the managers and employees on how to evaluate
internal controls and risks. The facilitator guides the work team on how to design and

implement effective internal controls.

The CSA facilitator attempts to focus the group’s thinking and ensure that it addresses key
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Figure 4. CSA Diagram

In Fig.1, the main objective and mentality of control self-assessment is explained. The

forms of CSA will be explained below:
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Obijective Based

Obijective based CSA workshop evaluates the control system about meeting a business
objective. The present risks and the residual (remaining) risks related to the objective are
identified in the first phases of the workshop. In order to meet this objective, business
experts and facilitator share their knowledge to find out the possible control designs for
identified risks and they try to balance the cost and benefit of the controls in order to
minimize risks. The workshop aims to clarify whether the controls provide reasonable
assurance. The aim of the workshop is to decide whether the types of controls currently in
place are working effectively to optimize the achievement of the objective .The current
residual risk may be either too high (controls are unacceptable either based on their design
or their effectiveness) or too low (controls are too stringent, reducing the opportunity to

achieve the objective)” (J.K. Kincaid, W. J. Sampias, & A. J. Marcella Jr., 2006).

Risk Based

Risk based format of CSA takes the risks as the primary concern for the workshop.
Workshop participants focus on all of the potential threats, obstacles, exposures which can
be faced with in achieving a business objective. The second step is identifying the controls
in place and evaluating whether the present controls are capable of minimizing those risks
or they are not. “The aim of the workshop is to ensure that all significant risks are
adequately managed to an acceptable level of exposure.” (J.K. Kincaid, W. J. Sampias, &

A. J. Marcella Jr., 2006)
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Control Based

Control based format takes the controls in place and their effectiveness of minimizing the
related risks as focus. In this format facilitator identifies the major risks and related present
controls. Workshop participants brainstorm about these controls’ effectiveness and they try
to determine if there are gaps in risk minimization related to the management objectives.
Another topic of this workshop is determining the cost benefit analysis of the risks and

controls since this also effects controls efficiency.

Process Based

Process based format takes the processes or activities as part of a process as focus of the
workshop. Management’s determined objectives and process control system effectiveness
are evaluated in order to identify whether the controls present in the process are able to
give reasonable assurance for achieving objectives. “The aim of the workshop is to
evaluate, update, validate, improve, and streamline the whole process and its component

activities.” (J.K. Kincaid, W. J. Sampias, & A. J. Marcella Jr., 2006)

Surveys

This form of CSA includes getting clear-cut answers (Yes/No, Have/Have Not etc.) from
numerous business partners in order to evaluate the control system via the help of
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questionnaires. This form is preferred when there are no available resources for workshops
or there are “too numerous and widely dispersed” participants that hinders to bring them to

a common place (J.K. Kincaid, W. J. Sampias, & A. J. Marcella Jr., 2006).

According to Hubbard, “Surveys could be preferable to workshop-based CSA
under some circumstances including unready organization culture for sharing of sensitive
control information, unsupportive management for time allocation for CSA studies,
incompetency of audit personnel for conducting CSA workshop or quick information for

control system is needed (Hubbard, 2005).

Management Produced Analysis

This form of CSA “covers the approaches management uses to produce its own
information and analysis about selected business processes, risk management activities
and, control procedures.” (J.K. Kincaid, W. J. Sampias, & A. J. Marcella Jr., 2006). Unlike
workshops, management produced analysis is directed by management and prepared by an
assigned team in a staff or support role. This type of format is used when there is a quick
need for evaluation of internal control system related to specific area. These reports may be
qualitative or quantitative. The results of these analyses can enable auditors, risk and
control specialists and management to have a general understanding of internal controls in

place.

Responsibilities of Workshop Facilitator

Hubbard claims that, “In general, 80 percent of what a CSA facilitator does is generic and

the other 20 percent is specifically related to CSA” (Hubbard, 2005). This indicates how a
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facilitator is important in accomplishing a successful workshop. Facilitator is seen as the
expert for workshop facilitation, therefore s/he should have the necessary skills for
managing the workshop. These skills primarily include knowledge and expertise of the
workshop topic in order to accomplish the task of evaluating and designing internal control
system with the workshop participants. S/he should be able to direct the meeting in order to

get the most effective, efficient and compliant control system.

The facilitator’s communication skill is also significant since the workshop includes
several people from different business functions with different perceptions and the
facilitator should manage the atmosphere with his strong communication skills. S/he is
expected to encourage the group participation to get the most value from all participants. In
order for all participants getting into the CSA; the facilitator should explain CSA, the aim
of coming together and how they can benefit from this study. They should be convinced
that it is going to be a union of forces in order to enable the achievement of business
objectives. The facilitator should also resolve conflicts among participants, manage the
scope, manage the time of the workshop and ensure that the subjects are handled in the
meeting. The facilitator should also use his/her presentation skills to get the focus of
participants to the subject, making the topic understandable and clear for all people by
using presentation tools and techniques such as using slide shows, computer presentation

programs etc.

Facilitator is expected to respond timely in order to take actions after the CSA
workshop. S/he should prepare reports and necessary documentation and share them with
the appropriate levels in the organization. Timely response is important for all participated

functions to accomplish their tasks at appropriate time.
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According to a research a focus group created the following profile of a CSA
facilitator has skills of being smart, generalist, has ability to put structure around concepts,
conversionalist, comfortable with ambiguity. This study shows that the expected

personality for an effective facilitator ( R. P. Tritter & D. S. Zittnan, 1996).

Facilitator, who is seen as the expert of the workshop facilitation, should be well
prepared for the facilitation and has to accomplish some responsibilities. These
responsibilities are meeting the logistics (including setup of the environment, organization
and resource supply for meeting), explaining CSA (including explaining the aim, scope,
benefits of the study and answering the questions of participants), process intervention
(including personality management, solution and prevention of conflicts, rule setup and
manage the time, scope of the meeting), meeting crowd control (including handling of
different personalities, expectations and conflicts that can arise in meetings) (Hubbard,

2005).

Certification Opportunities For Control Specialists

In practice, much more attention is given to auditing than design in 1S. Although the
control system evaluation certifications for auditors such as certified Information Systems
Auditor (CISA), Certified Internal Auditor (CIA) exists for long time, the certification
opportunities for risk and control specialists newly emerges. To illustrate; CISA
certification, which is given by ISACA, was first established in 1978. However,
certification opportunity for IS risk and control specialists was established in 2010 which is

called Certified in Risk and Information Systems Control (CRISC).
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Summary

This study introduces CSA with a detailed literature survey. Facilitator, who is seen as the
expert of the workshop facilitation, should be well prepared for the facilitation and has to
accomplish some responsibilities. These responsibilities are meeting the logistics
(including setup of the environment, organization and resource supply for meeting),

explaining CSA (including explaining the aim, scope, benefits of the study and answering).

Being aware of the importance of internal control system design and the need for a
method which can be used by risk and control specialists; CSA is considered to be an
effective approach for meeting this need. Enhancing value with union of powers from
business experts and risk and control professionals by using the most appropriate form of
CSA, leads to an effective, efficient and compliant control system and brings the

organization to the achievement of their goals.
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CHAPTER 5

PRACTICAL APPLICATION OF CSA

Introduction

According to Wallace, “operating efficiency is a primary goal of every organization. When
control systems are designed, they should dovetail, as far as possible, with operations, in

order to facilitate operating efficiency”. (Wallace, 2005)

It is important to keep in mind that no matter how well designed and operated
internal control system, cannot guarantee that an entity’s objectives will be met. “This is

because of inherent limitations in all internal control systems.” (COSO ERM, 2004)

In order to achieve internal control system’s goal of providing reasonable
assurance, CSA method is recommended in this study. To provide a practical method for
risk and control professionals in helping them to assess the effectiveness, efficiency of
internal control system and to provide an appropriate platform for designing internal

control system; application of control self-assessment method is discussed.

While performing internal control systems assessment and improvement studies;
risk and control specialists should take a risk based approach. If the potential risks related
with a process are more than those of the other processes and the impact of the risks are
less tolerable than the others’; high risky processes should be taken into consideration as
soon as possible. For this reason; risk and control specialists should make a prioritization
of processes related with risk assessment just as auditors do in audits. Control self-
assessment plan should be prepared and it should be in line with this process risk

prioritization. According to COSO ERM framework; the majority techniques are
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developed for identifying risks are performed by internal and external auditors to
determine the scope of their activities using qualitative or quantitative methods to prioritize
and identify higher-risk activities. However, “What is important is that management
considers carefully the factors that may contribute to or increase risk.” (COSO ERM,
2004). Therefore; this risk prioritization should be in line with organization’s strategies and
objectives. A way of achieving this is performing this risk prioritization with top
management. This may not be possible; however, if the culture and management’s attitude
IS positive, using this method will result in process prioritization which is more reflecting

strategies.

In this study; the processes are not prioritized since risks change organization to
organization; a prioritization should be made according to the risk level, risk appetite and
control system performance of the organization. Legal and regulatory requirements should

also be taken into consideration.

In planning and performing CSA studies; a project management approach can be
very helpful in managing time, budget, scope and resources. Project management practices
are recommended to be used in these studies. (McKeever, 2009). Scope management
should be the primary concern for CSA studies since it is hard to stick to a subject in
workshops where participants are coming from different departments, beliefs and
knowledge areas. It is more likely to experience scope creeps in these studies. Involvement
of participants selected from different departments of the organization also stresses the

significance of time and resource management.

Different forms of CSA can be used in studies according to the characteristics of

related process or according to the structure of the organization.
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Best practices can be taken into consideration for these processes as control objectives in
performing CSA studies. These best practices can give us a vision in CSA and helps us not
just rely on professional expertise but also take the advantage of standards and best
practices in our CSA efforts. This also helps company catch up with the continuously

developing and changing IS world.

It is significant to keep in mind that communication is the critical success factor for
CSA. Even if all the rules are met in the CSA process, when communication is not well
managed, best performance can never be achieved from these studies. To illustrate; in
some CSA workshops, participants may not be candid enough to get to the root cause.
“The more candid the participants are about their processes, identifying both positives and
negatives, the more likely weaknesses will be addressed.” (McKeever, 2009).
Collaboration with business partners and integration of professional expertise and efforts

are keys to get the best performance of CSA.

Selection of CSA Type

Defined criteria should be used to select the most appropriate method of the CSA study in
order to get the best results. These criteria should also be specified according to the

organization’s management style and its attitude towards CSA efforts.

Organization’s openness is a critical concern in selecting CSA format. If the related
business management is not very open for evaluating and sharing the risks and controls
then the CSA workshop study may not be appropriate and results of the workshop may not

be satisfying. According to IIA, CSA participants’ response and acceptance are largely a
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function of organizational culture as reflected in management’s attitude toward the guiding

principles of CSA. (11A, 1998)

In the situations where business owners are not reluctant to share risks and existing
controls via CSA studies, communication efforts should be brought forward to prepare
business owners establish appropriate environment for CSA studies and convince them that
these studies are not aimed just at revealing negative parts of their business, conversely;

eliminating them and improving the business processes to achieve goals.

Although workshop method serves a rich environment including participants with
different knowledge areas, chance to brainstorm and analyzing all aspects of the related
issue; a workshop is not the right tool for every situation. (McKeever, 2009). According to
the business objective, risk and control specialist should be deciding on whether workshop

is appropriate or not.

To illustrate; since workshops are more costly than the other CSA forms; CSA may
not be preferred in situations where risk level is extremely low to consider cost benefit
balance. Workshops may not also be selected where the risk consciousness of the related
process owner is very high and there may not be a need to define appropriate risk
minimizing actions by such costly workshops. In these cases communication channels may

be used to determine appropriate control design actions.

According to McKeever, in some situations; combination of workshops and
questionnaires is the most effective tool. He also contends that there is no right or wrong
combination. The most important thing in selecting the most appropriate CSA form is
focusing on the objective then determining what “combination of tools is appropriate to

accomplish the objective.” (McKeever, 2009).
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Table 1: Recommended CSA Forms Related With Appropriate Conditions

Recommended CSA Form Appropriate Conditions

Facilitated Team Workshop

Management style is not very open for sharing risk information

Risk level is low

« Basic information of control system is needed

* Quick information of control system is needed

+ Too numerous process participants

Not available workshop resources

Management Produced Analysis

Ground Rules

CSA is not an appropriate tool for some situations and does not work. Before planning a

CSA,; a facilitator should ensure that (McKeever, 2009);

there is no fraud situation

e there is no rapid change situations
e there is no cultural issues
e inadequate resources

e Wweak management support
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Ground Rules for Facilitated Teams Workshops

Clearly inform the business stakeholders about the aim of CSA studies

Select the most appropriate format of CSA workshop for the study
(control/risk/objective/process based)

Select the most appropriate environment for CSA workshop studies

Invite the most appropriate personnel to CSA study who can be more valuable
according to his/her business knowledge

Be aware that a control never exists without a risk.

Be aware that no control should be established without minimizing a risk.
Provide examples of true life risk — impact events

Confirm that the risk (preventing a business objective to be achieved) really
exists.

Ensure that corrective actions and control designs are confirmed by relevant
stakeholders

Ensure that corrective actions and control design responsibilities are undertaken

by relevant process owners.

Ground Rules for Surveys

Prepare clear, understandable questions
Use language of the target audience
Provide short and simple questions

Prepare questions to adequately address related objectives, risks and controls.
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Ground Rules For Management Produced Analysis

e Get the most up to date information in preparing analysis

o Select the most appropriate type for internal controls such as questionnaires,
discussions, investigations, reviews

e Provide clear, understandable information for management to support an opinion
about internal controls required by laws and regulations, external accountants etc.

(Hubbard, 2005).

Facilitated Team Workshops Process

In order to provide a standard, repeatable process for control self-assessment facilitated
team workshop studies and increase awareness of participants; it is important to establish a

process for CSA.

It is also significant that this process should be approved by top management to

make this process applicable for all departments and levels of the organization.

For this reason, following is an example of CSA workshop process. Process should
be related with Risk Prioritization Process since studies should be performed according to
risk level of the CSA subjects. During the facilitated team workshop process facilitator

should be careful about the following points:
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A Facilitator Should A Facilitator Should Not

* help the workshop achieve its objectives  « answer their questions

* coordinate logistics = complete someone else's sentence

» explain the CSA process » influence participant' input

* explain CSA's risk/frameworks etc. » demonstrate lack of knowledge or belief
* expain voting methods that they know evrything about about

» handle workshop dynamics the topic

- listen; make sure that everyone is heard ~ ® appear withdrawn or indifferent

* keep discussions on track ° mi§handle a participant by being short

= encourage all members to participate :;égrklomlg someone who wants to

* determine strategy to get to business
issues

« identify critical success factors

« identify barriers and work to resolve
issues

= encourage and foster development of
other relevant ideas

« understand what will work in the
environment [Mckeever CSA Study
System ]

« contradict or criticize a team member in
front of team

Figure 5. A Facilitator should do and should not do

Risk Assessment

It is stated in COSO ERM framework that

“All organizations, regardless of size, structure, nature or industry, encounter risks at all
levels within their organizations. Risks affect each entity’s ability to survive; successfully
compete within its industry; maintain its financial strength and positive public image; and

maintain the overall quality of its products, services and people.” (COSO ERM, 2004)
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Risk Prioritization
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Management is responsible for identifying and performing actions needed to address the
risks they assess. “The actions identified as addressing a risk also serve to focus attention
on control activities to be put in place to help ensure that the actions are carried out

properly and in a timely manner.” (COSO ERM, 2004)

Planning and setting environments for CSA efforts are very critical to establish a
sharing atmosphere for studies. Communication and participant’s preparedness and
comfort are very critical parts of the process. Therefore these steps are included in the

process.

Risk management is crucial part of CSA efforts. Since controls should be designed

if there is a related risk; risk assessment should be integrated to CSA studies.

Business process owners should evaluate the risks and design controls for
minimizing these risks in order to achieve business objectives. In CSA studies business

process owners and risk and control specialists come together to achieve this.

Risk and control specialists should be knowledgeable about types of risks since

impacts of the risk types differ from organization to organization.

To illustrate; prestige risks and legal risks are not tolerable for most of the

organizations which are perceived as brands.

By considering risks in CSA studies, relevance of business objectives with defined
risks should be established. Risk and control specialists and participants should be sure that
no risk is taken as a subject of CSA without an organizational objective. Otherwise, this

means loss of efforts.

Organizations should establish their risk frameworks and risk management

processes. They can select their approaches for risk management approaches such as
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COSO ERM, Risk IT, ISO 31000 etc. In CSA studies, these risk evaluations should be

performed in line with organization’s risk management approach.

In risk assessment phase of CSA studies, organization’s risk registry may be used

as a tool as well as other risk declaration sources.

Some of the process steps priority order may be changed according to the workshop
participants’ preferences. Therefore these steps are grouped by Process Step Group 1,

Process Step Group 2 and Process Step Group 3. Steps that are grouped are given below

Process Step Group 1:

o 1 Inform process owners about the workshop

o 2 Determine workshop participants including business stakeholders

e 3 Plan and organize workshop studies

o 4 Get time plan approvals from participants
Process Step Group 2:

e 5 Review process quality documents

e 6 List potential threats and weaknesses

o 7 Review standards and best pratices

e 8 Review legal and regulatory requirements

e 9 Review existing controls with walkthough exercises
Process Step Group 3:

e 10 Evaluate controls to be designed
o 11 Select the most appropriate and cost efficient control design

o 12 Evaluate compensating controls
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o 13 Risk acceptance by process owner

Control Design

In relation with assessed risks, existing controls are evaluated by taking their performance
of minimizing related risks. Risk and control matrixes (RCM) which provides all controls
of processes can be used as a facilitating tool for CSA participants. It is important that

these matrixes should be up to date.

Information sources including internal and external audit results, previous CSA
results, control test results, consultancy results (if applicable), and any information
provided by relevant parties (business process owners, personnel, management, customer

etc.) should be taken into consideration while evaluating control’s performance.

Evaluation of internal control system brings about the control deficiencies or missing
controls. In case of controls not minimizing the related risks; evaluations are done for new

control designs.

Wallace in her book; Internal Controls Guide; provides a broad definition of internal

control definition:

Internal controls comprise (1) the plan of organization, (2) methods and procedures
adopted within a process to ensure that goals and objectives are met, (3)
encouragement of adherence to prescribed managerial policies, (4) means of
ensuring that there is compliance with laws and regulations, (5) methods and
measures to safeguard assets against waste, loss, and misuse, (6) methods of
promoting operational efficiency, (7) means of gaining assurance that data
obtained, maintained, and utilized by management are complete, accurate, and
reliable, and (8) means of gaining assurance that the adequacy of such data is also
adequate in facilitating both the preparation of financial statements and the
maintenance of accountability for assets and responsibility for liabilities. (Wallace,
2005)

47



Furthermore; in the book Our Perspectives on Internal Control (1989) (Wanda A. Wallace,
Howard L. Siers, & William D. Hall, 1989) book, an exhibit is also provided to clarify the

relationship of internal controls to control methods:

Table 2: Source: Wanda A. Wallace, Howard L. Siers, William D. Hall, James K.
Loebbecke, and Keagle W. Davis, “Our Perspectives on Internal Control” (1989)

Control Methods Broad Objectives for Control
X

Planning Systems

Y S O N

Organization Structure

) N O

Management Style

Outside Advisors

e 2 2
Code of Conduct

— ........
Budgeting Systems X X X X

System-Level Prevention and

Accounting Systems (IT)

Detection Controls

) N O

2

*Key
Create and Maintain appropriate

organization and culture

Set and meet corporate objectives

Aherence o Inanagenlent’s --------
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Obey laws and regulations

8

Operational efficiency

Complete and accurate management

reports

Complete and accurate financial

statements

In designing controls, all aspects of the control objectives and related control methods
should be taken into consideration. This relationship [Table 3] can be used as a reference in
control self-assessment workshops to evaluate existing controls and check missing

controls.

Risk and control professionals should be knowledgeable about control types since
type of a control is strictly related to control’s operating efficiency. Types of controls with

their descriptions from COSO ERM framework (COSO ERM, 2004):

Table 3: Control Types & Descriptions

Detective Control

Preventive Control A control designed to avoid an unintended event or result (contrast with Detective

Control).

Computer Controls




Manual Controls Controls performed manually, not by computer (contrast with Computer Controls (1)).

Concentrating more on preventive controls is recommended since it is better to prevent
undesirable events before happening. “This proactive approach is more effective than
waiting for problems to occur and then reacting to the problem after the fact.” (McKeever,
2009)

Another control type which should also be evaluated in CSA studies is compensating
controls that are “intended to compensate for a weak in one control by adding another

control that corrects the particular weakness” (Wallace, 2005)

Soft controls are also another type of controls which COSO addresses which are
less formal and intangible. They include competence, trust and management style
(McKeever, 2009). Since these are also significant for effectiveness and efficiency of

internal control system, in CSA, these controls should be addressed.

Cost and Benefit Considerations For Control Design

While designing controls risk and control specialists CSA participants should take cost and
benefit of intended control designs into consideration. Since internal control system is an
assurance for gaining value to organizations; benefit of a control should be higher than that

of the cost.

Cost of Control < Benefit of Control
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This rule is also related to determining the frequency of control activities. According to
Wallace, “while certain controls should be operative at all times, operating efficiency and
practicality suggest that the cost of applying all controls in such a manner frequently
exceeds any related benefits.” This means our rule for control design is not satisfied.
Wallace also contends that if personnel perceive that the controls are excessive; these
controls are likely to deteriorate. For this reason, CSA participants should consider the
characteristics, related risks and frequency of the business operations and then decide on
the frequency of control ensuring that the benefit gained is higher than the cost of the

control with its frequency.

In ensuring that benefit is higher than the cost; not only the direct cost of actually
performing the control but also the indirect cost of lowering employee’s morale and

harming operating efficiency is evaluated. (Wallace, 2005)

In some situations appropriate control design actions may not be accepted by
business process owners due to some reasons such as time, personnel, resource, and system

shortages. In these cases compensating controls should be evaluated.

In these studies, monitoring controls should also be addressed. Management should
be monitoring some controls to ensure that they are working as intended. This monitoring
may also be addressed in case of control not sufficiently minimize related risks and when

there is accepted risks.
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Using Control Frameworks and Best Practices

COBIT (Control Objectives for Information and Related Technology), ITIL (Information
Technology Infrastructure Library), COSO ERM (Committee of Sponsoring Organizations
Enterprise Risk Management) IT frameworks recommend some control practices about the

related process.

To take the advantage of the changing IT world and improving your processes it is
recommended to review the list of best practices’ control recommendations and try to

design the recommended controls.

According to Hubbard there are several benefits of using a framework:

“ - The control framework can act as a completeness control to be sure that all points are

covered

- A framework can also be used as and aggregation tool to allow results to be

accumulated over a series of different workshops using the same terminology.

- A framework can be used to form questions. This provides a structure and common

terminology to workshops.” (Hubbard, 2005)

Lists of best practices and standard information may be prepared as a tool to follow in
workshops in order not to miss any of them and to provide a reference for all participants.
This list also serves for increasing awareness of participants about international standards

and extending their vision about their processes.
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Documentation

Documentation is a crucial part of CSA. All precious control design and evaluation
information from many expert participants may go for nothing if these are not documented
in an organized manner. This documentation should include the responsibilities, risk

assessments, control design decisions, risk acceptance decisions.

This documentation became an internal control system improvement tool for

organizations.

Documentation style and tools differs from organization to organization. However,

following should be included in CSA documentation:

« Evaluation Topic

* Related Risk and Risk Type

+ Risk Evaluation

« Existing Controls Evaluation

 Risk Acceptance Decisions

« Control Design Proposals and Accepted Control Design
« Design Action Responsibilities

« Design Action Due Date

« Participant Information and Signatures

Action Followup

Action follow up is an important activity to assess the impact of CSA efforts on the

company. It enables to clarify that which actions confirmed in CSA are taken. This also
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brings another requirement of assessing the new established controls to realize whether

they are working as confirmed and minimizing the related risk.

Ford and Evans conducted a study about the key factors of follow-up and their
relationship to self-assessment outcomes which includes collecting data from 14
organizations involved in self-assessment. In order to reveal key factors of follow up
activities and their relationship with CSA outcomes; follow up patterns in high and low
achievers are analyzed by using qualitative data analysis methods. Study findings show
that, high achievers engage in a consistent set of follow-up activities. “These activities
included top management team dialogue that set the tone for follow-up, a planning process
that generated a large, documented action plan, and incentive and monitoring-based

implementation controls using existing structure.” (M. W. Ford & J. R. Evans, 2006)

Focus Group Study

To provide a practical method for risk and control professionals in helping them to assess
the effectiveness, efficiency of internal control system and to provide an appropriate
platform for designing internal control system; application of control self-assessment
method is evaluated in this article. In order to evaluate the effectiveness and efficiency of a
sample process for practical application of Control Self-Assessment method, a focus group

study is conducted.

Focus group study is selected as an academic method to get professionals’ opinion

about the most effective Control Self-Assessment process.

Participants are selected to be similar types of people in information systems risk,

control and audit profession. Their consent is taken to participate in the focus group study.
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Results are evaluated and a conclusion is drawn to clarify the necessary process

steps and process step groups for effective implementation of Control Self-Assessment.

With the goal of providing an effective and efficient process for Control Self-
Assessment workshop studies, a focus group study is conducted. The focus group study
obtained ideas from information systems risk, control specialists auditors and consultants

to test the effectiveness of proposed CSA workshop process.

Study Purpose

Purpose of this study is to evaluate the necessity, effectiveness and efficiency of the
proposed Control Self-Assessment process. Process steps and process step groups are
evaluated in relation with their necessity and priority. By this way a practical process for

conducting Control Self-Assessment workshop studies.

Participant Characteristics

Participants of focus group study are selected according to their experience in information
systems risk, control, audit, and consultancy profession (at least 3 years) and at least one

certification in this field of profession.

Nine professionals attended the focus group study with an experience of 3 to 23

years with an average of 11,88 years; coming mostly from banking IS Audit, information
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systems and consultancy sectors. All of the nine participants have at least one certification

in risk, control, security, audit and governance areas.

Table 4: Participant Information

Participant No Work Sector
1 IS Control
2 IS Audit
& IS Consultancy
4 IS Control
5 IS
6 Is Control
7 IS Audit
8 IS Audit
9 IS Audit

Certifications and number of participants holding related certifications are provided below.

Table 5: Focus Group Study Participant Certification Information

Number of Participants’

Certification Certificates

CISA 2
CRISC 3
CISM 2
CGEIT 1
CISSP 2
1SO 27001 5
CRMA 1
CCSA 1
TOTAL 19
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Focus Group Study Process

Before starting focus group study information about the study is provided to participants.
Ground rules for the study are provided. Consent forms are signed to obtain evidence for
voluntary participation. An open environment for effective participation is tried to be
established. Participant privacy is stressed and information is provided that audio records
will not be shared without permission. Participants are assured of complete confidentiality.
(Krueger, 2002). As Krueger recommend; the focus group study pattern is selected to be

(1) Welcome, (2) Overview of the topic (3) Ground rules and (4) First question.

During the focus group study an open environment for active participation is
established. Contact information is provided to audience with tendering thanks to

participants.

Sample Questions From The Moderator's Guide

Participants are asked to provide verbal information about the critical points of Control

Self-Assessment studies including before process, during process and after process steps.
Verbal questions are provided below:

1- Is Control Self-Assessment Method is an effective method in designing and
evaluating internal control system?

2- What are the most important activities to be done before Control Self-Assessment

workshop to be considered as effective?
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3- What are the most important activities to be done during Control Self-Assessment
workshop to be considered as effective?

4- What are the most important activities to be done after Control Self-Assessment
workshop to be considered as effective?
Participants are also given a list of process steps and required to check the necessity

of the steps and order them to provide an effective CSA process.

Major Findings

Each of the workshop participants believes that CSA is an effective method for designing
and evaluating information systems internal control system. One of the participants having
10 years-experience of IS consultancy said that Control Self-Assessment is an effective

method, however, effective implementation is not a frequent condition.

Answers for the question of the most important activity for an effective CSA before

the CSA process are provided below:

- Preparation for CSA process
- Preparation for laws and regulations
- Realizing about control environment
- Establishment of the CSA plan
- Determination of objectives and metrics
Answers for the question of the most important activity for an effective CSA during

the CSA process are provided below:

- being sure that everybody is talking in the same language,
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- making walkthroughs,
- managing time effectively
- managing different types of people
- guiding participants to the same objective
Answers for the question of the most important activity for an effective CSA after

the CSA process are provided below:

- Having good relationship with decision makers

- Prioritizing action items

- Measuring the benefits after designing the controls

- Sharing of the CSA results in a timely manner

- Making action follow up

- Measuring KPIs and measuring strategic impact of designed controls

- Sharing benefits CSA results with business owners for motivation

In the focus group study participants are asked to evaluate the necessity of the

process steps. Participants who agree on the necessity of the proposed process step is
indicated with (+) sign and other are indicated with (-) sign. The results are provided
below:

Table 6: Participant Answers to Process Step Necessity

Process Step PARTICIPANT ANSWERS

Number PROCESS STEPS M| g 4h gt g 7t g

Inform process owners about the workshop

Determine workshop participants including business stakeholders

Plan and organize workshop studies

Get time plan approvals from participants

Review process quality documents

List potential threats and weaknesses

Review standards and best practices
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. . + |+ [+ |+ |+ |+ ]+ ]+
8 Review legal and regulatory requirements
. R ] . + |+ [+ |+ |+ |+ ]+ ]+
9 Review existing controls with walkthrough exercises
i + |+ |+ |+ |+ |+ |+ |+
10 Evaluate controls to be designed
. L. i + | + + |+ |+ |+ |+
1 Select the most appropriate and cost efficient control design
. + | + + |+ |+ |+ |+
1 Evaluate compensating controls
. + |+ [ -+ + |+ ]+ ]+
13 Risk acceptance by process owner

8 of the professionals agreed that all the process steps should be included in the process.
One professional coming from IS Consultancy sector did not agree that the 11", 12" and
13" steps are not necessary.

Analysis of answers for the last question of the study is given in [Table 7]
providing the participant answers and participants who gave the same step order in the
proposed CSA process are highlighted on the list. A list of process steps is introduced to
the participants. The order among the process steps is asked to the participants.

Table 7: Participant Answers to Process Step Order

Process
Group PARTICIPANT ANSWERS

Numbe Process Step 2" 3 4 5 6 7' 8
d h h h

r Number PROCESS STEPS
1 Inform process owners about the workshop 811 |3 (3 (13|12
Process Determine workshop participants including business 6 |2 |2 |52 |2 |2 |1
Step 2 stakeholders
Gr;)up 3 Plan and organize workshop studies S8 |1 |4 |3 |43
4 Get time plan approvals from participants T4 4|8 448 |4
5 Review process quality documents o R O A N
1
List potential threats and weaknesses 09 (8 (9 (9|8 |5 |5
Process 6
Step
Group 7 Review standards and best practices 2|7 1512616716
2
; . 318 |6 |1 |5 |7 (8|7
8 Review legal and regulatory requirements
9 Review existing controls with walkthrough exercises 416 19181819 98
1|1 |1 (1 |1 |1
Evaluate controls to be designed 9 {100 |O (O [0 |O |O
10
1 111 )1 |1 |1
Process Select the most appropriate and cost efficient control design 111|101 |1 |1 (1 |1
Step 11
Group 1 11 (1 (1 (1
3 Evaluate compensating controls 2 |12|10 |2 |2 |2 (2 |2
12
1 1|1 (1 |1 |1
Risk acceptance by process owner 3 |13(0 (3 [3 |3 |3 |3
13
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Percentages of participants given the answers that are in compliance with the proposed
process are calculated and also percentage of alternative answers is taken into

consideration.

Participants who agree and who do not agree on the proposed process step order are

provided below in [Table 8] with number and percentage information.

Table 8: Number Rate and Percentage of Participants Who Agree/Do Not Agree On the
Proposed Process Step Order

PARTICIPANTS WHO AGREE

Pé‘r’gﬁss Proposed Process  ON THE PROPOSED PROCESS STEP PARTICIPANTS WHO DO NOT AGREE
Numb‘;r Step Order ORDER ON THE PROPOSED PROCESS STEP ORDER
Number Rate Percentage Number Rate Percentage

1 4/9 44.44 5/9 55.56
Pg’t‘;‘;ss 2 6/9 66.67 3/9 3333
Group 1 3 4/9 44.44 5/9 55.56

4 6/9 66.67 3/9 33.33

5 3/9 33.33 6/9 66.67
Process 6 1/9 11.11 8/9 88.89

Step 7 2/9 22.22 7/9 77.78

Group 2

8 2/9 22.22 719 77.78

9 3/9 33.33 6/9 66.67

10 8/9 88.89 1/9 11.11
P'S"t‘;%ss 11 8/9 88.89 1/9 1111
Group 3 12 8/9 88.89 1/9 11.11

13 8/9 88.89 1/9 11.11

Percentage of Participants Agreement on the
Proposed Process Step Orders

TOTAL

TOTAL
AGREEMENT NONAGREEM
PERC5E4I\:/:I)'AGE ENT
PERCENTAGE
46%

Figure 7: Percentage of Participants Agreement on the Proposed Process Step

Orders
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Table 9: Number Rate and Percentage of Alternative Answers Given By Participants

ALTERNATIVE ANSWERS GIVEN BY PARTICIPANTS

5th
1st 2nd 3rd 4th
Altern Numb Altern Numb Altern Numb Altern Numb Alt_ern Numb
ative e ative e ative e ative e ative e
I Rate I Rate I Rate Proce Rate Proces Rate
ss of ss of Perce ss of Perce ss of Perce s Step of Perce
Partici Partici  ntage Partici  ntage Partici ntage Order Partici ntage
Step Step Step Step
pants pants pants pants Propo  pants
Order Order Order Order
Propo Propo Propo Propo sed by = Propo
Propo Propo Propo Propo %
sed sed sed sed Partici  sed
sed sed sed sed
pants
1 3 3/9 |3333 2 19 |[11.11 8 19 1111 - - -
2 1 19 |11.11 5 19 |11.11 6 19 1111 - - -
3 1 219 | 2222 4 219 | 22.22 5 19 1111 - - -
4 3 19 |[11.11 6 19 | 1111 7 19 1111 - - - -
5 7 3/9 |3333 1 19 |11.11 6 19 1111 9 19 1111 - - -
6 9 3/9 13333 5 219 | 2222 8 219 2222 ] 10 19 1111 - - -
7 6 3/9 |3333 2 219 | 22.22 5 19 [ 1111 9 19 [ 1111 10 19 |11.11
8 7 3/9 | 3333 1 19 1111 3 1/9 | 1111 5 1/9 6 1/9
9 8 4/9 | 44.44 4 19 |[11.11 6 19 1111 - - -
10 9 19 1121 - - - - - - - - - . B B
11 - - - - - - - -
12 - - - - - -
13 - - - - - -

- According to the results most of the participants agree 10 of the process steps
(among 13) with proposed step order.
- No alternative process step is proposed by participants for 3 of the process
steps.(11™,12™, 13™)
- 3 of the process step orders are not agreed by most of the participants. Alternative
process step order is provided by participants for 6, 7" and 8™ process step.
Participants who agree and who do not agree on the proposed process step group order are

provided below in [Table 10] with number and percentage information.
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Table 10: Number and Percentage of Process Step Group Answers Given By Participants

PARTICIPANTS WHO PARTICIPANTS WHO DO
Process AGREE NOT AGREE Percentage of ~ Percentage of
Proposed Process Ste ON THE PROPOSED ON THE PROPOSED Total Process  Total Process
Step Group P PROCESS STEP GROUP PROCESS STEP GROUP Step Group Step Group
Number
Agreement NonAgreement

Number Rate Percentage Number Rate Percentage

Proecrislfpsiep 1 8/9 88.89 19 11.11
2 7/9 77.78 2/9 2222 83.33 16.67
3 8/9 88.89 1/9 1111
4 719 77.78 2/9 2022
Process Step 5 8/9 88.89 1/9 11.11
Group 2 6 8/9 88.89 1/9 1111
7 719 77.78 2/9 2222 84.44 15.56
8 719 77.78 2/9 2022
9 8/9 88.89 1/9 1111
10 8/9 88.89 19 1111
11 8/9 88.89 1/9 11.11 88,89 i1
Process Step 12 8/9 88.89 1/9 11.11
Group 3 13 8/9 88.89 1/9 11.11

Percentage of Participants Agreement on the
Proposed Process Step Groups

TOTAL TOTAL
AGREEMENT NONAGREEM
Vs e

) PERCENTAGE
14.45%

Figure 8: Percentage of Participants Agreement on the Proposed Process Step Groups

Participant answers for process groups shows that participants agree on the proposed

process with a percentage of 85.55%.

Participant answers are also analyzed according to their;

e Experience(10 year experience criteria)
e Work Sector (IS Control, IS Audit, Information Systems)

o Certifications (Control , Audit, Security, IS Certifications)
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Experience

Experience can be an indicator of the participants’ professional expertise; therefore

experience is selected as a criterion for the proposed CSA model’s applicability.

Participants are divided into two categories according to their professional
experience. Answers of the participant which are above 10 years and below 10 years of

experience are compared.

Participant profile is provided in the below table [Table 11]

Table 11: Participant Profile for Experience Criterion

1% Group 2" Group
AR AROIAI 2 (Above 10 Years of Experience) (Below 10 Years of Experience)
Average of Experience 20.5 5
Number of Participants 4 5
Working Sectors IS, IS Control, IS Audit, IS Consultancy IS Control, IS Audit

Table 12: Number Rate and Percentage of Participant Answers Having More Than 10
Years of Experience for Process Steps

PARTICIPANTS WHO AGREE PARTICIPANTS WHO DO NOT AGREE
Proposed Process Step ON THE PROPOSED PROCESS STEP ORDER ON THE PROPOSED PROCESS STEP ORDER
i Number Rate Percentage Number Rate Percentage

1 2/4 50.00 2/4 50.00

2 4/4 100.00 0/4 0.00

3 2/4 50.00 2/4 50.00

4 4/4 100.00 0/4 0.00

5 2/4 50.00 24 50.00

6 0/4 0.00 4/4 100.00

7 1/4 25.00 3/4 75.00

8 1/4 25.00 3/4 75.00

9 2/4 50.00 2/4 50.00

10 4/4 100.00 0/4 0.00

11 3/4 75.00 1/4 25.00

12 3/4 75.00 2/4 25.00

13 3/4 75.00 3/4 25.00

- According to the results; participants having more than 10 years of experience

totally agree (100%) on the process step order of 1%, 4™, 10" steps.
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- Most of the participants agree on the order or the process steps with are 11", 12"
and 13" (75%).

- None of the participants agree on the order of the 6" step. (0%)

- Experienced participants agree on the orders of the process steps with a percentage

of 60%.

Table 13: Number Rate and Percentage of Alternative Answers for Process Step Orders

Given By Participants

ALTERNATIVE ANSWERS GIVEN BY PARTICIPANTS

2nd 3rd

Proposed 1st

Process  Alternative Iy Alternative Ay Alternative Nt
Step Process R{itg o Percentage Process R‘?t? ui Percentage Process R{it(_e o Percentage
Participants Participants Participants
Order Séep Order Proposed Step Order Proposed Step Order Proposed
roposed Proposed Proposed

1 3 2/4 50.00 - - - - - -
2 - - - - - - - - -
3 1 2/4 50.00 - - - - - -
4 - - - - - - -
5 7 2/4 50.00 - - - - - -
6 8 214 50.00 9 214 50.00 - - -
7 5 1/4 25.00 6 214 50.00 - - -
8 5 1/4 25.00 6 1/4 25.00 7 1/4 25.00
9 6 1/4 25.00 8 1/4 25.00 - - -
10 - - - - - - - -
11 - - - -
12 - - - -
13 - - - -

Table 14: Number Rate and Percentage of Participant Answers Having More Than 10

Years of Experience for Process Step Groups

PARTICIPANTS WHO PARTICIPANTS WHO DO

P d ON THlAE%F:z%iOSED ON ?Sg PAF?CI)?PEOESED Percentage of o io0e of Total
ropose ercentage or fota
Pmce‘;s Step PFONCLfébeeﬁep PROCESS STEP GROUP PROCESS STEP GROUP Tsott:;l) groocfss - Step Group
Gl Number p Number Agreement NG AL
Rate ercentage Rate Percentage
1 4/4 100.00 0/4 0.00
Process Step 2 4/4 100.00 0/4 0.00 100.00 0.00
Group 1 3 4/4 100.00 0/4 0.00
4 414 100.00 0/4 0.00
5 414 100.00 0/4 0.00
Process Step 6 414 100.00 0/4 0.00
Group 2 7 414 100.00 0/4 0.00 100.00 0.00
8 414 100.00 0/4 0.00
9 414 100.00 0/4 0.00
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10 4/4 100.00 0/4 0.00
Process Step 11 3/4 75.00 1/4 25.00 81.25 0.00
Group 3 12 3/4 75.00 1/4 25.00
13 304 75.00 1/4 25.00

Participant having more than 10 years of experience answers for process groups shows that

participants agree on the proposed process with a percentage of 93.75%.

Table 15: Number Rate and Percentage of Participant Answers Having Less Than 10 Years

of Experience for Process Steps

PARTICIPANTS WHO AGREE PARTICIPANTS WHO DO NOT AGREE
Proposed Process Step  ON THE PROPOSED PROCESS STEP ORDER ON THE PROPOSED PROCESS STEP ORDER
Order Number Rate Percentage Number Rate Percentage

1 1/5 20.00 4/5 80.00

2 2/6 40.00 3/5 60.00

3 2/5 40.00 3/5 60.00

4 2/5 40.00 3/5 60.00

S 1/5 20.00 4/5 80.00

6 1/5 20.00 4/5 80.00

7 1/5 20.00 4/5 80.00

8 1/5 20.00 4/5 80.00

9 1/5 20.00 4/5 80.00

10 3/5 60.00 2/5 40.00

1 4/5 100.00 0/5 0.00

12 4/5 100.00 0/5 0.00

13 4/5 100.00 0/5 0.00

- According to the results; most of the participants agree on the order or the process

steps with are 11™, 12" and 13" (75%).

- Participants having less than 10 years agree on the orders of the process steps with

a percentage of 46%.
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Table 16: Number Rate and Percentage of Alternative Answers for Process Steps Given By

Participants

ALTERNATIVE ANSWERS GIVEN BY PARTICIPANTS

1st 2nd 2nd 2nd
Propos  Alternat | Number Alternat | Number Alternat  Number Alternat  Number
ed I\ Rate of I\ Rate of [\ Rate of [\ Rate of
Proces  process Participa Percent Process | Participa Percent Process Participa Percent Process Participa Percent
sStep  step nts age Step nts age Step nts age Step nts age
Order  Order | Propose Order | Propose Order  Propose Order  Propose
Propose d Propose d Propose d Propose d
d d
1 2 1/5 20.00 3 1/5 20.00 8 1/5 20.00 - - -
2 1 1/5 20.00 5 1/5 20.00 6 1/5 20.00 - - -
3 4 1/5 20.00 5 1/5 20.00 - - - - - -
4 3 1/5 20.00 6 1/5 20.00 7 1/5 20.00 - - -
5 1 1/5 20.00 6 1/5 20.00 7 1/5 20.00 9 1/5 20.00
6 5 2/5 40.00 9 1/5 20.00 10 1/5 20.00 - - -
7 2 2/5 20.00 6 1/5 20.00 9 2/5 40.00 - - -
8 7 2/5 40.00 1 1/5 20.00 3 1/5 20.00 - - -
9 8 3/5 60.00 4 1/5 20.00 - - - - - -
10 9 1/5 20.00 - - - - - - - - -
11 - - - - - - - - - - - -
12 - - - - - - - - - - - -
13 - - - - - - - - - - - -

Table 17: Number Rate and Percentage for Process Step Groups of Participant Answers

Having More Than 10 Years of Experience

PARTICIPANTS WHO PARTICIPANTS WHO DO
AGREE NOT AGREE Percentage of
P d Percentage of Total
Proﬂgsgtep ProcessStep | ON THE PROPOSED ON THE PROPOSED Total Process Pfggggsagtig Grgjp
Group Number PROCESS STEP GROUP PROCESS STEP GROUP Step Group NonAgreement
Agreement
Number ‘ Percentage ‘ Number Percentage
1 4/5 80.00 1/5 20.00
Process Step 2 35 60.00 2/5 40.00 70.00 30.00
Group 1 3 415 80.00 1/5 20.00 ' '
4 3/5 60.00 2/5 40.00
5 4/5 80.00 1/5 20.00
Process Step 6 4/5 80.00 1/5 20.00
Group 2 7 3/5 60.00 2/5 40.00 72.00 28.00
8 3/5 60.00 2/5 40.00
9 4/5 80.00 1/5 20.00
10 4/5 80.00 1/5 20.00
Process Step 11 5/5 100.00 0/5 0.00 95.00 500
Group 3 12 5/5 100.00 0/5 0.00 ' '
13 5/5 100.00 0/5 0.00
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Participant having less than 10 years of experience answers for process groups shows that

participants agree on the proposed process with a percentage of 78.46%.

Comparisons of the answers are provided below [Table 18].

Table 18: Comparison of Participant Answers for Process Steps and Process Step Groups
According To Experience Criterion

Process Step

Process Step
Group

EXPERIENCE (Participants’

% of answers agreed on proposed process step order )

EXPERIENCE (Participants’
% of answers agreed on proposed
process step group )

Above 10 Years | Below 10 Years Above 10 Years Below 10 Years

100.00 80.00

1 50.00 20.00
100.00 60.00

2 Process Step 100.00 40.00
Group 1 100.00 80.00

3 50.00 40.00
100.00 60.00

4 100.00 40.00
100.00 80.00

5 50.00 20.00
100.00 80.00

6 0.00 20.00
Process Step 100.00 60.00

7 Group 2 25.00 20.00
100.00 60.00

8 25.00 20.00
100.00 80.00

9 50.00 20.00
100.00 80.00

10 100.00 60.00
75.00 100.00

11 Process Step 75.00 100.00
Group 2 75.00 100.00

12 75.00 100.00
75.00 100.00

13 75.00 100.00
60.00 46.00 94.23 78.46

TOTAL

Experienced Participants (more than 10 year) agreed more on the proposed process steps

than others.

According to experience criteria; participants having experience of more than 10

years agreed on the proposed process steps with a percentage of %60 and process step

groups with a percentage of 94.23 while participants having less than 10 years of
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experience agreed on the proposed process steps with a percentage of %46 and process

steps groups with a percentage of 78.46%.

Taking experience factor as an important indicator for processes it can be assumed

that the proposed process may be applicable.

Work Sector

Work sector can be an indicator of the participants’ knowledge on the subject of this study;
which is Control Self-Assessment, therefore work sector is selected as a criterion for the

proposed CSA model’s applicability.

Participants are divided into three categories according to their professional
experience. Answers of the participants which are working for the IS Audit, IS Control and

IS/1S Consultancy sectors are compared.

Table 19: Participant Profile for work Sector Criterion

3 Group
(IS, IS Consultancy
Professionals)
Average of Experience 9 8.33 23

1% Group 2" Group
(IS Audit Professionals) (IS Control Professionals)

PARTICIPANT PROFILE

Number of Participants 4 3 2

Table 20: Number Rate and Percentage of Participants from IS Audit Sector Who
Agree/Do Not Agree On the Proposed Process Step Order

PARTICIPANTS WHO DO NOT AGREE

PARTICIPANTS WHO AGREE ON THE PROPOSED PROCESS STEP
Proposed Process Step Order ~ ON THE PROPOSED PROCESS STEP ORDER ORDER
Number Rate Percentage Number Rate Percentage
1 3/4 75.00 1/4 25.00
2 3/4 75.00 1/4 25.00
3 3/4 75.00 1/4 25.00
4 3/4 75.00 1/4 25.00
5 2/4 50.00 2/4 50.00
6 1/4 25.00 3/4 75.00
7 2/4 50.00 214 50.00
8 2/4 50.00 2/4 50.00
9 1/4 25.00 3/4 75.00
10 4/4 100.00 0/4 0.00
11 4/4 100.00 0/4 0.00
12 4/4 100.00 0/4 0.00
13 4/4 100.00 0.00 0.00

69



- According to the results; participants who work in the IS audit sector totally agree

(100%) on the process step order of 107, 11™ 12" and 13" steps.

- Most of the participants agree on the order of the process steps with are 1%, 2", 3"

and 4™ steps (75%).

- Participants working in the IS Audit sector agree on the orders of the process steps

with a percentage of 69%.

Table 21: Number Rate and Percentage of Alternative Answers Given By Participants from

IS Audit Work Sector

Proposed ALTERNATIVE ANSWERS GIVEN BY PARTICIPANTS (IS Auditors)
Process Step 1st Alternative Number of 2nd Alternative Number of
Order Process Step Order Participants Percentage  Process Step Order Participants Percentage
Proposed Proposed Proposed Proposed

1 2 1/4 25.00 - -

2 1 1/4 25.00 - -

3 4 1/4 25.00 - -

4 3 1/4 25.00 - - -

5 6 1/4 25.00 9 1/4 25.00
6 5 2/4 50.00 9 1/4 25.00
7 6 1/4 25.00 9 1/4 25.00
8 7 2/4 50.00 - - -

9 8 2/4 50.00 6 1/4 25.00
10 - - -

11 - - -

12 - - -

13 - - -

Table 22: Number Rate and Percentage for Process Step Groups of Participant Answers

from IS Audit Work Sector

PARTICIPANTS WHO PARTICIPANTS WHO DO
AGREE NOT AGREE Percentage of
Proposed | b ocs Step ON THE PROPOSED ON THE PROPOSED Total Process  "ercentage of Total
Process Step | "\ ber PROCESS STEP GROUP PROCESS STEP GROUP Step Group " 0Cess Step Group
Group NonAgreement
N2 Percentage NI Percentage Agreement
Rate 9 Rate 9
1 4/4 100.00 0/9 0.00
Process Step
Group 1 2 4/4 100.00 0/9 0.00 100.00 0.00
3 4/4 100.00 0/9 0.00
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4 4/4 100.00 0/9 0.00
5 4/4 100.00 0/9 0.00
6 44 100.00 0/9 0.00

Proecrisjpsée‘) 7 4/4 100.00 0/9 0.00 100.00 0.00
8 44 100.00 0/9 0.00
9 44 100.00 0/9 0.00
10 414 100.00 0/9 0.00

Process Step 11 414 100.00 0/9 0.00 100.00 0.00
Group 3 12 4/4 100.00 0/9 0.00
13 44 100.00 0/9 0.00

Participant answers from IS Audit sector for process groups shows that participants agree
on the proposed process with a percentage of 100% which means that all participants agree

on the proposed model.

Results for IS Control work areas are provided below:

Table 23: Number Rate and Percentage of Participants from IS Control Sector Who
Agree/Do Not Agree On the Proposed Process Step Order

PARTICIPANTS WHO AGREE PARTICIPANTS WHO DO NOT AGREE
Proposed Process Step Order | r4F pROPOSED PROCESS STEP ORDER  ON THE PROPOSED PROCESS STEP ORDER
Number Rate Percentage Number Rate Percentage

1 013 0.00 313 100.00

2 13 3333 213 66.67

3 W 0.00 33 100.00

4 13 3333 23 66.67

5 13 33.33 213 66.67

6 03 0.00 33 100.00

7 03 0.00 33 100.00

8 03 0.00 33 100.00

9 13 3333 23 66.67

10 213 66.67 13 3333

11 33 100.00 03 0.00

12 33 100.00 i3 0.00

13 33 100.00 03 0.00
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Table 24: Number Rate and Percentage of Alternative Answers for Process Steps Given By
Participants from IS Control Work Sector

ALTERNATIVE ANSWERS GIVEN BY PARTICIPANTS(IS Controllers)

Proposed 1st 2nd 2nd

Process  Alternative l;umber Alternative AT Alternative AT
Ste ate of Rate of Rate of
p Process o Percentage | Process o Percentage Process o Percentage
Order Participants Participants Participants
Step Order s Step Order o Step Order o —
Proposed P Proposed P Proposed P
1 3 213 66.67 8 1/3 33.33 - -
2 5 1/3 33.33 6 1/3 33.33 - - -
3 1 1/3 33.33 4 1/3 33.33 5 1/3 33.33
4 6 1/3 33.33 7 1/3 33.33 - -
5 1 1/3 33.33 7 1/3 33.33 - - -
6 8 1/3 33.33 9 1/3 33.33 10 1/3 33.33
7 2 213 66.67 6 1/3 33.33 - - -
8 1 1/3 33.33 3 1/3 33.33 7 1/3 33.33
9 4 1/3 33.33 8 1/3 33.33 - - -
10 9 1/3 33.33 - - - -
11 - - - - -
12 - -
13 - -

- According to the results; participants who work in the IS Control sector totally

agree (100%) on the process step order of 11", 12" and 13" steps.

- Most of the participants agree on the order or the process steps with are 10" step

(66.67%).

- Participants working in the IS control sector agree on the orders of the process steps

with a percentage of 69%.

- None of the participants agree on the step order for 1%, 3" 6" 7" and 8" steps.

(0%).

- Most of the participants (66.67%) agree that 3" process step should be in the 1%

order.

- Most of the participants (66.67%) agree that 7" process step should be in the 2™

order.
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Table 25: Number Rate and Percentage for Process Step Groups of Participant Answers

from IS Control Work Sector

PARTICIPANTS WHO PARTICIPANTS WHO DO
AGREE NOT AGREE
Proposed Process Step ON THE PROPOSED ON THE PROPOSED Percentage of Percentage of Total

Process PROCESS STEP GROUP PROCESS STEP GROUP  Total Process Step  Process Step Group
Number
Step Group Group Agreement NonAgreement

Number Rate ~ Percentage | Number Rate  Percentage

1 2/3 66.67 1/3 33.33
_ 2 1/3 33.33 2/3 66.67 50,00 50.00
3 213 66.67 1/3 33.33
Step Group
1 4 1/3 33.33 213 66.67
5 2/3 66.67 1/3 33.33
6 2/3 66.67 1/3 33.33
7 1/3 33.33 213 66.67 53.33 46.67
Process
Step Group 8 1/3 33.33 213 66.67
2 9 213 66.67 1/3 33.33
10 213 66.67 1/3 33.33
Process 11 3/3 100.00 0/3 0.00 91.67 8.33
Step Group 12 313 100.00 0/3 0.00
3 13 313 100.00 0/3 0.00

Participant answers from IS Control sector for process groups shows that

participants agree on the proposed process with a percentage of 65%.

Results for IS / IS Consultancy sector are provided below:

Table 26: Number Rate and Percentage of Participants from IS / IS Consultancy Sector for

Process Steps Who Agree/Do Not Agree On the Proposed Process Step Order

PARTICIPANTS WHO AGREE PARTICIPANTS WHO DO NOT AGREE
P"ODOSEdol:égfr:eSS Step ON THE PROPOSED PROCESS STEP ORDER ON THE PROPOSED PROCESS STEP ORDER
Number Percentage Number Percentage

1 112 50.00 1/2 50.00
2 212 100.00 0/2 0.00

3 1/2 50.00 0/2 50.00
4 213 100.00 0/2 0.00

5 0/2 0.00 2/2 100.00
6 0/2 0.00 212 100.00
7 0/2 0.00 2/2 100.00
8 0/2 0.00 212 100.00
9 112 50.00 1/2 50.00
10 212 100.00 0/2 0.00

11 112 50.00 1/2 50.00
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12 1/2 50.00 1/2 50.00
13 1/2 50.00 1/2 50.00

Table 27: Number Rate and Percentage of Alternative Answers Given By Participants for

Process Steps from IS / IS Consultancy Work Sector

ALTERNATIVE ANSWERS GIVEN BY PARTICIPANTS (IS Professionals/ IS Consultants)

Proposed Process 1st Alternative | Number Rate of 2nd Alternative  Number Rate of

Step Order Process Step Participants Percentage Process Step Participants Percentage
Order Proposed Proposed Order Proposed Proposed

1 3 1/2 50.00 - -

2 - - - - -

3 1 1/2 50.00 - -

4 - - - R R

5 7 212 100.00 - - -

6 8 1/2 50.00 9 1/2 50.00
7 5 1/2 50.00 6 1/2 50.00
8 5 1/2 50.00 6 1/2 50.00
9 8 1/2 50.00 - - -
10 - - - - -

11 -

12 - -

13 -

- According to

the results; participants who work in the IS/ IS Consultancy sector

totally agree (100%) on the process step order of 2", 4™ and 10" steps.

- None of the participants agree on the step order for 5", 6th, 7th and 8th steps (0%).

All the participants (100%) agree that 5™ process step should be in the 2" order.

Table 28: Number Rate and Percentage for Process Step Groups of Participant Answers

from IS/IS Consultancy Work Sector

PARTICIPANTS WHO

PARTICIPANTS WHO DO

AGREE NOT AGREE Percentage of
P;?gfjszd ProcessStep | ON THE PROPOSED ON THE PROPOSED Total Process gfgggg;aé’tee Sggg’g
Step Group Number PROCESS STEP GROUP PROCESS STEP GROUP sAtgelr)eSr:]Zl:E NonAgreement
Number Percentage Number Percentage
1 2/2 100.00 0/2 0.00
Process 2 2/2 100.00 0/2 0.00 100.00 0.00
Step Group 3 2/2 100.00 0/2 0.00
1 4 2/2 100.00 0/2 0.00
5 2/2 100.00 0/2 0.00
6 2/2 100.00 0/2 0.00
Process 7 2/2 100.00 0/2 0.00 100.00 0.00
Step Group 8 2/2 100.00 02 0.00
2 9 2/2 100.00 0/2 0.00
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10 212 100.00 0/2 0.00

Brocess 11 112 50.00 112 50.00 6250 2750
Step Group 12 112 50.00 112 50.00
3 13 12 50.00 12 50.00

Participant answers from 1S/IS Consultancy sector for process groups shows that

participants agree on the proposed process with a percentage of 87.5%.

Comparison of results for the criterion of work sectors which are IS Audit, IS Control and

IS/IS Consultancy. [Table 29]

Table 29: Comparison of Participant Answers According To Work Sector Criterion

Process Step WORK SECTOR (Participants’
Group WORK SECTOR (Participants’ % of answers agreed on proposed process
% of answers agreed on proposed process step order ) groups )
IS/IS Consultancy IS/IS
Process Step IS Audit IS Control IS Audit IS Control Consultancy
2 Process Step 75.00 33.00 100.00 100.00 33.33 100.00
3 Group 1 75.00 0.00 50.00 100.00 66.67 100.00
4 75.00 33.00 100.00 100.00 33.33 100.00
0.00
5 50.000 33.00 100.00 66.67 100.00
0.00
6 25.00 0.00 100.00 66.67 100.00
Process Step 0.00
7 Group 2 50.00 0.00 100.00 33.33 100.00
0.00
8 50.00 0.00 100.00 33.33 100.00
9 25.00 33.00 50.00 100.00 66.67 100.00
10 100.00 67.00 100.00 100.00 66.67 100.00
11 Process Step 100.00 100.00 50.00 100.00 100.00 50.00
12 Group 3 100.00 100.00 50.00 100.00 100.00 50.00
13 100.00 100.00 50.00 100.00 100.00 50.00
TOTAL 69 38 46 100 64.10 88.46

Participants working in IS Audit sector agreed more on the proposed process steps than

others.

According to work sector criterion; participants from IS Audit sector of more
agreed on the proposed process model with a percentage of %69 and process step groups
with a percentage of %2100 while participants from IS Control sector agreed on the model

with %38 and process step groups with a percentage of 64.10% and participants from IS/
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IS Consultancy sector agreed on the proposed process model with a percentage of %46 and

process step groups with a percentage of 88.46%.

Certifications

Certifications can be an indicator of the participants’ professional expertise; therefore

certification is selected as a criterion for the proposed CSA model’s applicability.

Participants are divided into four categories according to the certifications they
hold. Certifications are also classified according to their related professional area; IS Audit,
IS Control, IS and IS Security. Answers of the participant groups according the
certifications they have are compared to assess their agreement on the proposed CSA

process.

Participant profile is provided in the below table [Table 30]

Table 30: Participant Profile for Certification Criterion

1% Group 2" Group 3" Group 3" Group
PARTICIPANT PROFILE (Having IS Audit(CISA) (Having IS Control (Having IS (Having IS Security
Certification) Certification) Certification) Certification)
Average of Experience 17.75 12.33 17 14.71
Number of Participants 6 4 4 8

CRISC, CCSA, CRMA CISM, ISO 27001
CISA ' ! ' CGEIT, ITIL . '

Certifications COBIT CISSP

Table 31: Number Rate and Percentage of Participants from Participants Having IS Audit
Certification (CISA) Who Agree/Do Not Agree On the Proposed Process Step Order

PARTICIPANTS WHO AGREE PARTICIPANTS WHO DO NOT AGREE
Proposed Process Step ON THE PROPOSED PROCESS STEP ORDER ON THE PROPOSED PROCESS STEP ORDER
O Number Rate Percentage Number Rate Percentage
1 4/6 66.67 2/6 33.33
2 5/6 83.33 1/6 16.67
3 3/6 50.00 3/6 50.00
4 4/6 66.67 2/6 33.33
5 3/6 50.00 3/6 50.00
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6 1/6 16.67 5/6 83.33
7 2/6 33.33 4/6 66.67
8 2/6 33.33 4/6 66.67
9 2/6 33.33 4/6 66.67
10 5/6 83.33 1/6 16.67
11 6/6 100.00 0/6 0.00
12 6/6 100.00 0/6 0.00
13 6/6 100.00 0/6 0.00

Table 32: Number Rate and Percentage of Alternative Answers Given By Participants for

Process Step Orders from Having IS Audit Certification (CISA)

ALTERNATIVE ANSWERS GIVEN BY PARTICIPANTS

1st 2nd 2nd 2nd
Propos | Alternat | Number Alternat | Number Alternat  Number Alternat  Number
ed ive Rate of ive of ive Rate of ive of
Proces  process | Participa Percent Process | Participa Percent | Process Participa Percent Process Participa Percent
s Step Step nts age Step nts age Step nts age Step nts age
Order | Order | Propose Order | Propose Order  Propose Order  Propose
Propose d Propose d Propose d Propose d
d d d d
1 3 1/6 16.67 9 1/6 16.67 - - - - - -
2 6 1/6 16.67 - - - - - - - - -
3 1 1/6 16.67 4/6 1 16.67 5 1/6 16.67 - - -
4 3 1/6 16.67 716 1 16.67 - - - - - -
5 1 1/6 16.67 6/6 1 16.67 7 1/6 16.67 - - -
6 9 2/6 33.33 5/6 1 16.67 8 1/6 16.67 10 1/6 16.67
7 6 2/6 33.33 2/6 1 16.67 9 1/6 16.67 - - -
8 7 2/6 33.33 3/6 1 16.67 5 1/6 16.67 - - -
9 8 2/6 33.33 4/6 1 16.67 6 1/6 16.67 - - -
10 9 1/6 16.67 - - - - - - - - -
11 - - -
12 - - -
13 - - -

- According to the results; participants who have CISA certificate totally agree

(100%) on the process step order of 11", 12 and 13" steps.

- Participants having IS Audit certificate (CISA) agree on the orders of the process

steps with a percentage of 61.11%.

- Some of the participants (33.33%) agree that 6™ process step should be in the 9"

order.
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Table 33: Number Rate and Percentage for Process Step Groups of Participant Answers

Having IS Audit Certification (CISA)

PARTICIPANTS WHO PARTICIPANTS WHO DO
AGREE NOT AGREE Percentage of

o Proposseg Process Step ON THE PROPOSED ON THE PROPOSED D gefcemagf OfGTOta'
foéess €D Number PROCESS STEP GROUP PROCESS STEP GROUP Step Group f"zlcesz 5o rotup
roup Number Percentage Number Percentage Agreement onAgreemen
Rate 9 Rate 9
1 5/6 83.33 1/6 16.67
2 6/6 100.00 0/6 0.00 9167 833
Process Step 3 6/6 100.00 0/6 0.00 ' '
Group 1 4 5/6 83.33 1/6 16.67
5 6/6 100.00 0/6 0.00
6 5/6 83.33 1/6 16.67
7 5/6 83.33 1/6 16.67 86.67 13.33
Process Step 8 5/6 83.33 1/6 16.67
Group 2 9 516 83.33 1/6 16.67
10 5/6 83.33 1/6 16.67
11 6/6 100.00 0/6 0.00 o5 83 417
Process Step 12 6/6 100.00 0/6 0.00
Group 3 13 6/6 100.00 0/6 0.00

Participant answers that have IS Audit certification for process step groups shows that

participants agree on the proposed process with a percentage of 91.39%.

Results of certification for IS Control area is provided below:

Table 34: Number Rate and Percentage of Participants from Participants Having IS Control
(CRISC, CCSA, CRMA, COBIT) Certification Who Agree/Do Not Agree On the
Proposed Process Step Orders

PARTICIPANTS WHO AGREE ~ PARTICIPANTS WHO DO NOT AGREE
Proposed Process Step ~ ON THE PROPOSED PROCESS STEP ORDER ON THE PROPOSED PROCESS STEP ORDER
2 Number Rate Percentage Number Rate Percentage
1 2/4 50.00 2/4 50.00
2 3/4 75.00 1/4 25.00
3 2/4 50.00 2/4 50.00
4 3/4 75.00 1/4 25.00
5 1/4 25.00 3/4 75.00
6 0/4 0.00 4/4 100.00
7 1/4 25.00 3/4 75.00
8 1/4 25.00 3/4 75.00.
9 1/4 25.00 3/4 75.00
10 3/4 75.00 1/4 25.00
11 3/4 75.00 1/4 25.00
12 3/4 75.00 1/4 25.00
13 3/4 75.00 1/4 25.00
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Table 35: Number Rate and Percentage of Alternative Answers Given By Participants

Having IS Control Certification (CRISC, CCSA, CRMA, COBIT)

ALTERNATIVE ANSWERS GIVEN BY PARTICIPANTS

Proposed 1st 2nd 2nd
Process | Alternative ~ Number of Alternative  Number of Alternative  Number of
Step Process  Participants | Percentage | Process  Participants Percentage | Process  Participants Percentage
Order Step Order  Proposed Step Order  Proposed Step Order ~ Proposed
Proposed Proposed Proposed
1 3 1/4 25.00 8 1/4 25.00 - -
2 6 1/4 25.00 - - - - -
3 1 1/4 25.00 5 1/4 25.00 - -
4 7 1/4 25.00 - - - - -
5 7 2/4 50.00 1 1/4 25.00 - - -
6 9 2/4 50.00 8 1/4 25.00 10 1/4 25.00
7 2 1/4 25.00 5 1/4 25.00 6 1/4 25.00
8 3 1/4 25.00 5 1/4 25.00 6 1/4 25.00
9 4 1/4 25.00 6 1/4 25.00 8 1/4 25.00
10 9 1/4 25.00 - - -
11 - - - -
12 - - - -
13 - - - -

- According to the results; most of the participants who have CISA certificate agree

(75%) on the process step order of 2", 4™ 10" 11™ 12" and 13" steps.

- Participants having IS Control certificate (CRISC, CCSA, CRMA, COBIT) agree

on the orders of the process steps with a percentage of 50%.

- None of the participants agree on the order of the 6" step. Half of the participants

agree that 6" process step should be in the order of 9"

- Half of the participants agree that 5™ process step should be in the order of 7.
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Table 36: Number Rate and Percentage for Process Step Groups of Participant Answers

Having IS Control Certification (CCSA, CRISC, CRMA, COBIT)

PARTICIPANTS WHO PARTICIPANTS WHO DO
Proposed AGREE NOT /\CREE SRR Q] Percentage of Total
processStep. PO SP  o0CECSSTERGROUP | PROCESSSTERGROUP iy ey PIOCE5 Step Group
Group Number S NonAgreement
Number Number Percentage Agreement
1 3/4 75.00 1/4 25.00
Process Step 2 414 100.00 0/4 0.00 81.25 18.75
Group 1 3 3/4 75.00 1/4 25.00
4 3/4 75.00 1/4 25.00
5 3/4 75.00 1/4 25.00
6 3/4 75.00 1/4 25.00
P’gcrf)sjpszte‘) 7 3/4 75.00 1/4 25.00 75.00 25.00
8 3/4 75.00 1/4 25.00
9 3/4 75.00 1/4 25.00
10 3/4 75.00 1/4 25.00
Process Step 11 414 100.00 0/4 0.00 93.75 6.25
Group 3 12 414 100.00 0/4 0.00
13 4/4 100.00 0/4 0.00

Participant answers who have IS Control certification for process step groups shows that

participants agree on the proposed process with a percentage of 83.33%.

Results of certification for IS area are provided below:

Table 37: Number Rate and Percentage of Participants from Participants Having IS
(CGEIT, ITIL) Certification Who Agree/Do Not Agree On the Proposed Process Step
Orders

PARTICIPANTS WHO AGREE PARTICIPANTS WHO DO NOT AGREE
ON THE PROPOSED PROCESS STEP ORDER ON THE PROPOSED PROCESS STEP ORDER
Proposed Process Step
Oy Number Rate Percentage Number Rate Percentage

1 3/4 75.00 1/4 25.00

2 4/4 100.00 0/4 0.00

3 2/4 50.00 2/4 50.00

4 3/4 75.00 1/4 25.00

5 1/4 25.00 3/4 75.00

6 0/4 0.00 4/4 100.00

7 2/4 50.00 214 50.00

8 2/4 50.00 214 50.00

9 2/4 50.00 2/4 50.00

10 4/4 100.00 1/4 25.00

11 3/4 75.00 1/4 25.00

12 3 75.00 1 25

13 3 75.00 1 25

80



Table 38: Number Rate and Percentage of Alternative Answers Given By Participants
Having IS Certification (CGEIT, ITIL)

ALTERNATIVE ANSWERS GIVEN BY PARTICIPANTS

Proposed 1st 2nd 2nd

Pr(?cess Alternative ,\él;rtzb;r Alternative  Number of Alternative '\él;?;bg

Step Ord Process o Percentage Process  Participants Percentage Process A Percentage

tep Order Participants Participants

Step Order Step Order  Proposed Step Order
Proposed Proposed
Proposed Proposed Proposed

1 3 1/4 25.00 8 1/4 25.00 - -
2 6 1/4 25.00 - - - - -
3 1 1/4 25.00 5 1/4 25.00 - -
4 7 1/4 25.00 - - - - -
5 7 2/4 50.00 1 1/4 25.00 - - -
6 9 2/4 50.00 8 1/4 25.00 10 1/4 25.00
7 2 1/4 25.00 5 1/4 25.00 6 1/4 25.00
8 3 1/4 25.00 5 1/4 25.00 6 1/4 25.00
9 4 1/4 25.00 6 1/4 25.00 8 1/4 25.00
10 9 1/4 25.00 - - - - -
11 - - -
12 - -
13 - - -

- According to the results; all the participants who have IS certificate (CGEIT, ITIL)

agree (100%) on the process step order of 2" and 10" steps.

- Participants having IS certificate (CGEIT, ITIL) agree on the orders of the process

steps with a percentage of 61.53%.

- None of the participants agree on the order of the 6th step. Half of the participants

agree that 6th process step should be in the order of 9th.

- Half of the participants agree that 5th process step should be in the order of 7th.
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Table 39: Number Rate and Percentage for Process Step Groups of Participant Answers

Having IS Certification (CGEIT, ITIL)

PARTICIPANTS WHO PARTICIPANTS WHO DO
AGREE NOT AGREE
Proposed ON THE PROPOSED ON THE PROPOSED Percentage of Percentage of Total
Process Step | eSS SteP PROCESS STEP GROUP PROCESS STEP GROUP ~ TOtal Process o oo Shen Group
Grou LRI Sglell]) NonAgreement
P Agreement g
Number Percentage Number Percentage
1 4/4 100.00 0/4 0.00
Process Step 2 4/4 100.00 0/4 0.00 100.00 0.00
Group 1 3 4/4 100.00 0/4 0.00
4 4/4 100.00 0/4 0.00
5 4/4 100.00 0/4 0.00
P St 6 4/4 100.00 0/4 0.00
r
(éi%sLTp Zep 7 4/4 100.00 0/4 0.00 100.00 0.00
8 4/4 100.00 0/4 0.00
9 4/4 100.00 0/4 0.00
10 4/4 100.00 0/4 0.00
Process Step 11 3/4 75.00 1/4 25.00 81.25 18.75
Group 3 12 3/4 75.00 1/4 25.00
13 3/4 75.00 1/4 25.00

Participant answers who have IS certification for process step groups shows that

participants agree on the proposed process with a percentage of 93.75%.

Results of certification for IS Security area is provided below:

Table 40: Number Rate and Percentage of Participants from Participants Having IS (CISM,
ISO 27001, CISSP) Certification Who Agree/Do Not Agree On the Proposed Process Step
Orders

PARTICIPANTS WHO AGREE PARTICIPANTS WHO DO NOT AGREE
Proposed Process Step  ON THE PROPOSED PROCESS STEP ORDER ON THE PROPOSED PROCESS STEP ORDER
Ouiter Number Rate Percentage Number Rate Percentage

1 3/8 37.50 5/8 62.50

2 5/8 62.50 3/8 37.50

3 3/8 37.50 5/8 62.50

4 5/8 62.50 3/8 37.50

5 2/8 25.00 6/8 75.00

6 0/8 0.00 8/8 100.00

7 2/8 25.00 6/8 75.00

8 2/8 25.00 6/8 75.00

9 3/8 37.50 5/8 62.50

10 7/8 87.50 1/8 12.50

11 7/8 87.50 1/8 12.50

12 7/8 87.50 1/8 12.50

13 7/8 87.50 1/8 12.50
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Table 41: Number Rate and Percentage of Alternative Answers for Process Step Orders

Given By Participants Having IS Certification (CISM, ISO 27001, CISSP)

ALTERNATIVE ANSWERS GIVEN BY PARTICIPANTS

1st 2nd 2nd 2nd 2nd

Altern i Altern i Altern i Altern g Altern i

ative il ative 2 ative ol ative Gl ative ll

Proce R Proce R Proce R Proce R Proce R

s of_ : Perce ss of' : Perce ss of' : Perce ss of_ : Perce ss of_ : Perce

Step Partici | ntage Step Partici | ntage Step Partici  ntage Step Partici  ntage Step Partici  ntage
r Order F;))ants Order 21 Order 20 Order 2L Order RS

Propo ropo Propo FliEipe Propo sy Propo Pl Propo Floie

- sed - sed - sed - sed o sed
1 3 3/8 | 37.50 2 1/8 12.50 8 1/8 12.50 - - - -
2 1 1/8 | 12.50 5 1/8 12.50 6 1/8 12.50 - - - -
3 1 2/8 | 25.00 4 2/8 25.00 5 1/8 12.50 6 1/8 | 12.50 -
4 3 1/8 | 12.50 6 1/8 12.50 7 1/8 12.50 - - - -
5 7 3/8 | 37.50 1 1/8 12.50 6 1/8 12.50 9 1/8 | 12.50 -
6 9 3/8 | 37.50 5 2/8 25.00 8 2/8 | 25.00 10 1/8 | 12.50 -
7 6 3/8 | 37.50 2 2/8 25.00 5 1/8 12.50 - - - - - -
8 7 2/8 | 25.00 1 1/8 12.50 3 1/8 12.50 5 1/8 | 12.50 6 1/8 12.50
9 8 3/8 | 37.50 4 1/8 12.50 6 1/8 12.50 - - - - - -
10 9 1/8 | 12.50 - - - - - - - - - -
11 - - - - - - - -
13 - - - -

- According to the results; most of the participants who have IS Security certificate
(CISM, I1SO 27001, CISSP) agree (87.5%) on the process step order of 10", 11" and 12"

steps.

- Participants having IS Security certificate agree on the orders of the process steps

with a percentage of 50.96%.

- None of the participants agree on the order of the 6" step. Most of the participants

agree that 6th process step should be in the order of 9™.
- Half of the participants agree that 5™ process step should be in the order of 7"

- Half of the participants agree that 7™ process step should be in the order of 6.
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Table 42: Number Rate and Percentage for Process Step Groups of Participant Answers
Having IS Security Certification (CISM, ISO 27001, CISSP)

PARTICIPANTS WHO PARTICIPANTS WHO DO

Proposed AGREE NOT AGREE SRR Q] Percentage of Total
Process Step Process Step ON THE PROPOSED ON THE PROPOSED Total Process Process Step Group
Number PROCESS STEP GROUP PROCESS STEP GROUP Step Group N
Agreement
Number Percentage Number Percentage
1 718 87.50 1/8 12.50
Process Step 2 6/8 75.00 2/8 25.00
Group 1 3 718 87.50 1/8 12.50 81.25 18.75
4 6/8 75.00 2/8 25.00
5 7/8 87.50 1/8 12.50
6 7/8 87.50 1/8 12.50
P’%ﬁ%sjpsée" 7 6/8 75.00 218 25.00 80.00 20.00
8 6/8 75.00 2/8 25.00
9 6/8 75.00 2/8 25.00
10 718 87.50 1/8 12.50
11 7/8 87.50 1/8 12.50
P“(’;Crf)sjpséep 87.50 1250
12 7/8 87.50 1/8 12.50
13 7/8 87.50 1/8 12.50

Participant answers who have IS Security certification for process step groups shows that
participants agree on the proposed process with a percentage of 82.91%.

Table 43: Comparison of Participant Answers According To Certification Criterion

CERTIFICATIONS CERTIFICATIONS
(Participants’% of answers agreed on proposed process (Participants’% of answers agreed on proposed
step order ) process step groups)
Process IS Control IS Control .
Step o augic | (CRISC. IS IS Security ¢y o (CRISC, IS 'S(gfgkz'ty
Group (CISA) CCSA, (CGEIT, (CISM, ISO (CISA) CCSA, (CGEIT, 1SO 27061]
Process CRMA, ITIL) 27001, CISSP) CRMA, ITIL) CISSP)
Step COBIT) COBIT)

1 Process |  66.67 50.00 75.00 37.50 83.33 75.00 100.00 87.50
2 Gsrtc%)p 83.33 75.00 100.00 62.50 100.00 100.00 100.00 75.00
3 1 50.00 50.00 50.00 37.50 100.00 75.00 100.00 87.50
4 44.44 75.00 75.00 62.50 83.33 75.00 100.00 75.00
5 50.00 25.00 25.00 25.00 100.00 75.00 100.00 87.50
6 Process |  16.67 0.00 0.00 0.00 83.33 75.00 100.00 87.50
7 Gsrtc()el?p 33.33 25.00 50.00 25.00 83.33 75.00 100.00 75.00
8 2 33.33 25.00 50.00 25.00 83.33 75.00 100.00 75.00
9 33.33 25.00 50.00 37.50 83.33 75.00 100.00 75.00
10 Process 83.33 75.00 100.00 87.50 83.33 75.00 100.00 87.50
11 Step 100.00 75.00 75.00 87.50 100.00 100.00 75.00 87.50
12 Group | 100.00 75.00 75.00 87.50 100.00 100.00 75.00 87.50
13 3 100.00 75.00 75.00 87.50 100.00 100.00 75.00 87.50
TOTAL 61.11 50 61.53 50.96 91.02 82.69 94.23 82.69

According to certification criterion; participants having IS Audit certification agreed on the
proposed process step orders with a percentage of %61.11 and process step groups with a

percentage of %91.02 while participants having IS Control certification agreed on the

84




orders with %50 and process step groups with a percentage of 82.69%. Participants having
IS certification agreed on the proposed process model with a percentage of %61.53 and
process step groups with a percentage of 94.23%. Participants having IS Security
certification agreed on the proposed process step orders with a percentage of %50.96 and

process step groups with a percentage of 82.69%.

Some additional process steps are also recommended to be involved in CSA workshop

process by participants who are:

- Assessing the risk appetite (After the 10" process step)

- Coordinating with risk management and organization quality process reengineering
departments while communicating with business owners

- Understanding risk context (After 4™ process step)

- Analyzing important problems (After 5™ process step)

Summary

In summary, by using control self-assessment method, organization’s internal control
system can be evaluated and improved. Appropriate methods should be selected according
to organization’s management style. Objective-risk-control relationship is maintained in
studies, control design actions are decided according to the related risk types and risk
levels. CSA control design and improvement actions and all risk evaluations are
documented as a useful internal control system evaluation tools. Action responsibilities and

action dates are recorded and revised periodically.
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By using this method in a standard way, it is very important to establish a standard
and accepted process. Tools for evaluations, documentation, and action follow up should
be developed according to organization’s documentation style.

By taking the advantage of a highly qualified risk, control, audit and consultancy
professionals participating in focus group study; the results can be taken into consideration

to get the benefit of an effective Control Self-Assessment workshop process.

Participant answers for process groups shows that participants agree on the

proposed process with a percentage of 85.55%.

Participant having more than 10 years of experience answers for process groups

shows that participants agree on the proposed process with a percentage of 93.75%.

Participant having less than 10 years of experience answers for process groups shows that

participants agree on the proposed process with a percentage of 78.46%.

According to experience criteria; participants having experience of more than 10
years agreed on the proposed process steps with a percentage of %60 and process step
groups with a percentage of 94.23 while participants having less than 10 years of
experience agreed on the proposed process steps with a percentage of %46 and process

steps groups with a percentage of 78.46%.

Participant answers from IS Audit sector for process groups shows that participants
agree on the proposed process with a percentage of 100% which means that all participants

agree on the proposed model.

Participant answers from IS Control work sector for process groups shows that

participants agree on the proposed process with a percentage of 65%.
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Participant answers from 1S/1S Consultancy sector for process groups shows that

participants agree on the proposed process with a percentage of 87.5%.

According to work sector criterion; participants from IS Audit sector of more
agreed on the proposed process model with a percentage of %69 and process step groups
with a percentage of %2100 while participants from IS Control sector agreed on the model
with %38 and process step groups with a percentage of 64.10% and participants from 1S/
IS Consultancy sector agreed on the proposed process model with a percentage of %46 and

process step groups with a percentage of 88.46%.

Participant answers that have IS Audit certification for process step groups shows

that participants agree on the proposed process with a percentage of 91.39%.

Participant answers who have IS Control certification for process step groups

shows that participants agree on the proposed process with a percentage of 83.33%.

Participant answers who have IS certification for process step groups shows that

participants agree on the proposed process with a percentage of 93.75%.

Participant answers who have IS Security certification for process step groups

shows that participants agree on the proposed process with a percentage of 82.91%.

According to certification criterion; participants having IS Audit certification
agreed on the proposed process step orders with a percentage of %61.11 and process step
groups with a percentage of %91.02 while participants having IS Control certification
agreed on the orders with %50 and process step groups with a percentage of 82.69%.
Participants having IS certification agreed on the proposed process model with a

percentage of %61.53 and process step groups with a percentage of 94.23%. Participants
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having IS Security certification agreed on the proposed process step orders with a

percentage of %50.96 and process step groups with a percentage of 82.69%.

According to the results Control Self-assessment is considered to be an effective
method for IS internal control system design and evaluation. Effective management of
CSA process determines the success of CSA process. Realizing and communicating the
benefits of CSA studies and designed control are mostly proposed to motivate participation

of CSA studies.

The proposed process model gained 53.84% agreement on the process steps and
orders. Taking the experience, work sector and certification factors into consideration
proposed process process step orders and necessity of the steps can be considered

according to the organizations custom environment.

Organizations can add other steps to this process to customize it to their needs.
Focus group study results tells us that; some proposed step orders can be swapped with the
alternative process steps provided by participants and alternative Control Self-Assessment

processes can be used as an IS internal control system design and evaluation tool.
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CHAPTER 6

CRITICAL INFORMATION SYSTEMS PROCESSES

Introduction

Organizations maintain their operations by the help of processes according to their working
styles. A process can be defined as follows: “For an organization to function effectively, it
has to determine and manage numerous linked activities. An activity or set of activities
using resources, and managed in order to enable the transformation of inputs into outputs,
can be considered as a process.” (ISO, 2008). Processes may differ from organization to
organization according to their organizational structure, business objectives and working
styles. Furthermore, processes for managing information technology (IT) operations should
be formed since IT is a part of every business process. Such processes will be described
here, that can be considered as critical from the viewpoint of using confidential
information in business operations. These processes have been defined taking into account
those requirements that are acknowledged by most of the well-known information
technology frameworks and standards. These methods usually differ according to their
approach to problem solving and to their targeted audience, too (Erdélyi, 2010), but here

the most important common issues have been taken into consideration.

According to COBIT 4.1 (COBIT 5.0 A Business Framework for the Governance
and Management of Enterprise 1T, 2012) critical IT processes concept is stressed and
required under many control objectives. To illustrate; in PO4.11 importance of segregation
of duties, in PO7.5 dependence upon individuals for critical processes, in ME2.2

managerial oversight for critical processes are stated.
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In newly announced COBIT 5.0 (COBIT 5.0 A Business Framework for the
Governance and Management of Enterprise 1T, 2012) framework, the concept of critical IT
processes is also stressed such as in DSS01.02, (integration of critical internal IT
management processes with those of outsourced service providers). In MEAO1L; percent of
critical processes monitored and in MEAQ2; percent of critical business processes covered
by risk assessment are defined as a process performance metric.

Fundamental processes for IT operations in this study are given as follows:

1. Determining the IT Strategy

2. The Project and Program Management Process

3. The Change Management Process

4.  The Third-party Service Management Process

5. The Continuous Service Assurance Process

6. The Information Security Management Process

7. The Configuration Management Process

8.  The Problem Management Process

9. The Data Management Process

10. The Physical Environment Management Process

11. The IT Operations Management Process
In order to use best practices and take the advantage of improving business; frameworks
and standards developed for process management, information systems management, and
information technology governance. These frameworks provide a general understanding of
necessary processes needed to be established in organizations. The critical processes which
are addressed in this document are listed below according to their presence in the best
known frameworks such as Control Objectives for Information and Related Technology

(COBIT) which is a generally accepted IT governance framework? Project Management
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Body of Knowledge (PMBOK) is also a widely accepted project management framework
added in the list. Capability Maturity Model Integration (CMMI) is a process improvement
capability maturity model and IT Infrastructure Library (ITIL) is the most widely accepted
approach to IT service management in the world take place in the following list. ISO
27001 is also included in the list which is a widely accepted Information Security
Management Standard. TOGAF is a detailed method and set of supporting tools for
developing enterprise architecture, developed by members of The Open Group, working
within the Architecture Forum (ISACA). Lastly 1ISO 9001:2008, the most widely accepted
quality management standard is added in the list.

The selected fundamental information systems processes are mostly included in
these well-known frameworks and standards. Brief description of the processes and their

relation with business will be explained.

Table 44: Presence of Critical Processes in Well-Known Frameworks

IS Process Name COBIT PMBOK CMMI ITIL ISO TOGAF ISO
270001 9001:2008
+

Determining the IT Strategy

The Project and Program Management +

+ + + -
The Change Management + + + + +

The Third-party Service Management + + + + + + +

The Continuous Service Assurance
The Information Security Management
The Configuration Management
The Problem Management
The Data Management

+
+
+
+
+
+

o+ o+ o+ o+ 4+

The Physical Environment Management
The IT Operations Management

+ + + + + o+
+ + + + + o+
+ + + + + +

Determining IT Strategy

Strategy is the first step in determining the organization’s direction and as stated in Gold’s
article “Technology has become so embedded in the internal functions and the external
value propositions of modern organizations that it is impossible to execute strategy in any

organization without it". (S.Gold, 2002). IT strategy should be in line with the
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organization’s objectives in order support business in achieving the strategic goals of the
company. There should be a clear strategy information transfer for organization
management to IT management and mechanisms to align these strategies should be in
place. There should be no discrepancies between the organization and IT strategy since it
will conflict with the aim of getting through the determined direction. A strategy plan
should be developed and regularly updated for compliance with changing business needs
and objectives.

This process should also comply with the new competitive changes in the
environment and should provide for updating the strategy according to these changes to

catch up with the changing world.

The Project and Program Management Process

Business objectives can only be achieved by following the business strategy. As Hardy
indicates in his article; “If IT is to deliver the services that a business needs now and in the
future, it has to be managed by the business as a whole.” (Hardy, 2002) This can be done
by allocating resources and budget in line with business priorities. Doing the right projects
with the right prioritization is significant, therefore; project and program management
plays crucial role. Project planning, project’s relationships, resource planning, project
budgeting should be done according to business priorities. Requirements planning, risk
management, testing, quality management and stakeholder approval phases have critical
importance on the project’s success. Project’s success should be reviewed in order to

ensure the value is delivered to the organization.
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The Change Management Process

Since business environments undergo rapid changes, organizations are expected to adapt to
this changing world. To adopt these changes, organizations try to reevaluate business goals
and direction. This makes change management process crucial since catching up with this
rapid changing world carries new risks and opportunities to the organization which must be
followed and managed effectively. According to Kulkarni; “Competitive pressures, rising
expectations from global customers and the emergence of newer technologies, especially in
the area of telecommunication, have accelerated the process of change management.”
(Kulkarni, 2003). Being aware of the speed of the IS environment, change management’s
importance is revealed. In order to manage changes to take the advantage for business and
minimize the related risks this process should involve some phases. Monitoring and taking
change requests, prioritizing them, evaluating the change impact, taking the appropriate
stakeholder approvals, tracking the status of the changes in order to ensure that they are

done as planned and reporting all belong to the phases of a change management process.

The Third-Party Service Management Process

As organizations focus on their primary service area they may get some outsource support
for their operations. This is very common in information technology area since IT is an
integral part of business operation support. Since third party services directly affect the
organization’s business operations, management of these services is very significant. Every
detail about the service requirements, roles and responsibilities, communications, legal
obligations, payment, support and cancellation should be determined and written into the

contract. This process should also include compliance monitoring of the third party
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contracts. According to Parks, “Properly constituted organizations have the capacity to
enter into contracts with one another, and many legal endeavors go into working out the
terms of the contract, as well as assessing how its terms are complied with during the

duration of the contract.” (Parkes, 2004)

The Continuous Service Assurance Process

Sayana contends that “The confidentiality, integrity and availability of information systems
must be ensured to protect the business from the risks relating to information technology.”
(Sayana, 2005). Organizations may face some disruptions such as natural disasters, service
outages. Organizations should take precautions for not reflecting these disruptions to their
customers and provide service continuity. This needs to determine critical business
processes and continuously backing up them in an alternative site, which is away from the
risks of main site. Roles and responsibilities are very important in the event of a disruption;
all critical personnel should know how to act. Manuals and communication information
should be in place at their homes and at the alternative site. Continuity should be
periodically tested to ensure its applicability. The business continuity plan should be
clearly documented and periodically updated. This process is very significant since
organizations are expected to serve the customer continuously and cope with these

disruptions.

The Information Security Management Process

Information is the most important asset of the organizations; it is indispensable in their

operations. There are remarkable issues to consider in using information technology as a
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support for business operations. IT assets should be protected against vulnerabilities and
incidents in order to minimize the business impact of damaged security. (COBIT 4.1
Control Objectives for Information and Related Technology, 2007). According to
Srinivasan, information systems security management belongs essentially to risk
management, handling the threat of attacks on the system, and dealing with the threat
posed by vulnerabilities. (Srinivasan, 2008)

This process should include determining security roles and responsibilities,
information security rules, procedures, policies and standards. Monitoring noncompliance
to security policies and related rules, periodically testing for ensuring the safety of
information systems should be established in the organization. Corrective and
improvement actions should be followed up in order to ensure that the risks are minimized.
Security management should be done effectively in order to ensure the protection of
information assets and continuity of services. To accomplish this hard task in today’s risky
technology environment, new risks and threats should be continuously followed and

appropriate mechanisms should be alerted rapidly.

The Configuration Management Process

Providing for system availability, production issue management, recovering from
erroneous operations is very important for business continuity, safety and customer
satisfaction. Configuration management process aims at an accurate and complete
configuration inventory. Backing up the configuration information is a part of this process
which helps returning back whenever a problem occurs. Integrity of these configurations

should also be monitored and tested periodically as a part of this process.
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The Problem Management Process

It is common to face problems in ongoing business operations related to information
technology. Organizations establish problem management process to turn back to normal
operation of business activities as soon as they can. Recognizing the problem,
communication of the problem to appropriate parties, root cause analysis, determining the
solution, taking the appropriate stakeholder approval for solution, resolving the problem,
monitoring of the status, closing the problem are important stages of the process.
Documentation and reporting for knowledge sharing is also significant for this process in
order to accelerate the resolution of known problems.

Periodically analyzing the problems encountered can result in process

improvements which can improve organization’s ability to perform business activities.

The Data Management Process

An entity’s information assets constitute a significant proportion of an entity’s market
value (ITGI, 2001) making this a key enterprise asset that needs to be governed effectively.
(ITGI, 2001). Business operation’s quality is strictly related to the timeliness, availability,
quality of business data. Accuracy, consistency, completeness, confidentiality, integrity
and availability are desired characteristics of data to be provided for business use. In order
to accomplish this task it is important to establish a data management process. This process
should involve determining the data storage and retention requirements with business
management, establishing and maintaining a media library, protecting, backing up,

restoring and disposing of data and sensitive media.
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The Physical Environment Management Process

Physical facilities should be managed in order to protect and computer and related
equipment. Appropriate physical conditions should be selected for business continuity.
Computer and related equipment should operate effectively in the selected environment.
Establishing and maintaining this process could help organizations to minimize the
damages to the physical facilities and hence to minimize the interruptions to the business
operations. Protection of the physical facilities includes physical facility staff protection.

This process also reduces organization’s resource allocation for maintenance.

The IT Operations Management Process

“Complete and accurate processing of data requires effective management of data
processing procedures and diligent maintenance of hardware.” (COBIT 4.1 Control
Objectives for Information and Related Technology, 2007). This process is crucial since
operating policies, procedures needs to be defined and done in a standard way which helps
safe continuation of business activities. Scheduled processing management takes place in
this process which is very critical for business operations. Performance monitoring for
infrastructure and related technology should be established and information mechanism for
the detected events should be set up. In COBIT 4.1 manual, it is claimed that “effective
operations management helps maintain data integrity and reduces business delays and IT

operating costs.”
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Plans For The Future

Perhaps the most important improvement will be the extension of the domain and range of
these processes from the IT arena towards corporate operations.

Another - practical - direction is the extension of the set of requirements that these
processes represent.

Change management can be considered to be one of the components of a more
general criterium, that is also applicable to characterize excellence - both on the IT, or on
the operations area - this is criterium documentation, that had been introduced in 2011
(Szenes, 2011). Besides change management, to this criterium belongs configuration
management, too, among others. Following this line, these processes can be extended, on
the one hand, from IT to the whole operations arena, as it had already been done with some
of the basic notions of IT audit and security (Szenes, Supporting Applications
Development and Operation Using IT Security and Audit Measures, 2011), and, from the
other hand, the extension of the processes can be aligned to the excellence criteria, that are
relevant to the given fundamental process. Investigating the positive effect of these
processes, such criteria, that might characterize operational improvements, could be handy.

Classifying the scope of operations, the domain of these fundamental processes
could be decomposed; these components of the domain might facilitate the application of
these processes in the everyday life of a company. A possible partition can be three pillars:
the organizational, the regulational, and the technical pillar. First these had been defined as
pillars of IT, then they had been generalized ton pillars of operations (Szenes, IT GRC
versus ? Enterprise GRC but: IT GRC is a Basis of Strategic Governance, 2010) (Szenes,
Serving Strategy by Corporate Governance - Case Study: Outsourcing of Operational

Activities, 2011)
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APPENDIX

A. Focus Group Study Participation Form

ODAK GRUP GORUSMESI KATILIM KABUL FORMU

Bu calisma Bogazigi Universitesi Yonetim Bilisim Sistemleri, Sosyal Bilimler

Enstitiisii- Yonetim Bilisim Sistemleri 6grencisi olan Tugba YILDIRIM’IN yiiksek lisans

tezi kapsaminda gergeklestirilmektedir. Odak grup calismasi yapilacak olan tez “Kontrol

Ozdegerlendirme Metodu Kullanilarak Bilgi Sistemleri Siiregleri i¢in i¢ Kontrol

Sisteminin Degerlendirilmesi ve Tasarlanmas1” konusunu ele almaktadir.

Bu ¢alisma s6z konusu teze iliskin veri elde etmek {izere hazirlanmistir ve sizlerin

goniillii olarak katiliminiz beklenmektedir.

Bu ¢alismanin amaci Bilgi Sistemlerine yonelik i¢ Kontrol Sisteminin tasarlanmasinda
ve degerlendirilmesinde Kontrol Oz degerlendirme Metodunun kullanimma iliskin
etkin olabilecek bir siirecin tasarlanmasi i¢in silire¢ icerisinde var olmasi gereken
adimlarin belirlemektedir.

Calisma esnasinda vereceginiz bilgiler tamamen gizlidir ve calisma siirecinde
ileteceginiz bilgiler sizin naminizda kesinlikle hi¢bir sekilde paylasilmayacaktir.
Konuya iligkin fikirlerinizin, goriislerinizin biitiin bir sekilde c¢alismaya dahil
edilebilmesi i¢in kayit altina alinacaktir ve dokiimante edildikten sonra bu kayitlar
silinecektir.

Calismanin  herhangi bir asamasinda cevap vermeyebilir veya katilimdan
vazgecebilirsiniz.

Calisma siirecinde saglanan bilgilerin gizliligine yonelik olarak tiim katilimcilardan bu
siirecte paylasilan bilgilerin  gizli tutulmasina yonelik 06zeni gostermesini
beklemekteyiz.

Simdi veya c¢alisma sonrasinda herhangi bir sorunuz olmasi halinde benimle
paylasabilirsiniz veya bu formun sonunda belirtilen e-posta adresini kullanarak

iletisim kurabilirsiniz.

Ad
Liitfen ¢aligmaya katilmay1 onayladiginiza dair onay Soyad
kutusunu 1$aretley1nlz. Katilim Onayi : Evet o Hayir o

SORULAR

1- Denetim ve kontrol alaninda herhangi bir sertifikaya sahip misiniz?
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6-

Kontrol Oz degerlendirme ¢alismalarinin i¢ kontrol sisteminin tasarlanmasi ve
degerlendirilmesinde etkin bir metot oldugunu diisiiniiyor musunuz?
Kontrol Oz degerlendirme siirecinin beklenen amaci saglayabilmesine yonelik
olarak yapilacak bir atlye calismasi Oncesinde yapilmasi gereken en Onemli
aktiviteler nelerdir?
Kontrol Oz degerlendirme siirecinin beklenen amaci saglayabilmesine yonelik
olarak yapilan bir atdlye ¢alismasi stirecinde Oncelikli olarak hangi aktivitenin
gerceklestirilmesi gerekmektedir?
Kontrol Oz degerlendirme siirecinin beklenen amaci saglayabilmesine y&nelik
olarak yapilan bir atélye calismasi1 sonrasinda hangi aktivitenin gergeklestirilmesi
gerekmektedir?
Asagidaki islem adimlarindan bir Kontrol Ozdegerlendirme Atdlye calismasinda;

a. Gerekli olmadigimi diistindiiglinliz adimlar1 isaretler misiniz?

b. Olmasi gereken adimlari 6nceliklendirir misiniz?

a.Gereklilik (+/-) b.Siralama (1-...)

Islem Adimlari

Siire¢ sahiplerine atdlye ¢aligmasina iliskin bilgilendirme yapilmasi

Atolye ¢aligmasi katilimeilarm belirlenmesi

Atélye ¢aligmalarinin planlanmasi ve organize edilmesi

Katilimcilardan zaman planina yonelik onay alinmasi

Siireg kalite dokiimanlarinin incelenmesi

Potansiyel tehditler ve agikliklarin belirlenmesi/listelenmesi

Konuya iligkin standart ve en iyi uygulamalarin gézden gegirilmesi

Konuya iligkin yasa ve diizenlemelerin gozden gegirilmesi

Walkthrough ¢aligmalariyla mevcut kontrollerin gézden gegirilmesi

Tasarlanmasi beklenen kontrollerin degerlendirilmesi

En uygun ve maliyet-etkin kontrollerin tasarlanmasi

Dengeleyici(Telafi edici kontrollerin tasarlanmasi)

Siireg sahibi tarafindan artik risklerin kabul edilmesi

Katilim sagladiginiz, zaman ayirdiginiz ve 6zen gosterdiginiz icin tesekkiir ederiz.
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B. Focus Group Participation List

KATILIMCI LISTESI
AD.S0YAD |s'sxr6n‘ TecriBE viL_|seriika piLGiLeal KATILIM
Ty o [ [ - x
Sorsp ol | Bobackt a 150 2 3ok o
(ot Qe Beabordil | & CASA v
" o w0 il
Lunkigl 18 / CLsACRS, () sl
_A.)J.\Bj.'aak Dty 23 cl.sn:mm,usdf,(ﬂu:,(mrni, u{ L
¥ R A ded Bdipne 74 \ Sefjen ol
Tonse! K(-{n( Paatsmen it 13 (T, 1T, l1erend o
Mo léﬁ’m'biﬁ‘i soy Denetfinm + ISR JThL, [ 23000 LA | &
| 8 | apast o~
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C. Focus Group Study Forms

Participant 1:

SORULAR
1- D ve kontrol alanind herhamubir sertifikaya sahip misiniz?
2- kantrol sisteminin tasarlanmas ve

3-

Kontral Oz uﬁwlmdlrmo g g
degerlendiriimesing - Ylgtinuyor musunuz?
Kontrol Oz deferlendirieg : amac saplayabilmesing yonelik olarak

yapslacak bir_atdlye caligmas M yapimas: gereken en onemli aktwiteler

nelerdir? W G

a- Kontrol Oz deferlendirme siirecinin b v amac saBlayabimesine yonelik olarak
yapdan bir  atolye caligmast on:nbu olarak hangi aktrvitenin
gergeklegtiriimesi gerekmektedir? &€, (ann~ans/

'
Kontral Oz defiedendirme siirecinin beklenen amact saglaMsme yonelik olarak

vapian bir atolye caligmas sonrasinda hang  aktivitenin  gergeklestirimest

porekmertedi? @ €3y omlarin  Fokils

Asapdaks islem adimlanndan bir Koatrol Oxdegeriendirme Atdlye galismasinda;
a, Gerekli olmadifini dogindOiuniz adimlan saretler misiniz?
b. Olmasi gereken adimlan anceliklendins misiniz?

‘a,ﬁlﬂlﬂllvl-] iummuq [F—

Soreg sahiplenne atd|

At caluamay | luuumum btﬁrienmeu
e

Atithe calimatarnen plantsnmas ve orgariae sdilmes

& e =

Katkmolsedan zaman plning yonekk coay shnmis

T
I'\/—L(—*

‘ | Siireg kabte doki nun ek

|
|
|

¢
\

kxonuva Tiskin SLandart v on i uyau Rl e

Ropden pegi

Qmmw digkin yasa ve d

|
T
|

—

widkthrough galtgmalar rgla mirecut kontrolarin ghadun gegidimes

—

doglerlencirimes|

T w b

- ——

EN uygun vo malives etkin kostroderin tasaranmas

';:ﬁ.r'
K,ﬁ

Dengedeyict| el edici kontrolenn tasarlanmas

\,'_3_}723 (0o p®> Vs o >
‘ I EohE

it 3

=

-—

Streg sahibi taraéndan arik nskenn ¥abul edémest

M

Katihen saifadafine, zaman ayirdifing ve dzen gisterdiginiz igin tegekkior ederiz.
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Participant 2:

SORULAR
1- Denetim ve kontral sanmda herhang bir sertifikaya sahip misiniz?
2. Kantrol O: degerlendirme galigmalannin & kontrol sisteminin tasarl ve

deperlendirilmesnde etkin bir metot olduguny dusinlyor musunuz?

3- Kontrol Oz degerdendirme sirecinin beklenem amaa sailayabilmesine yonelik olarak
vapilacak bir atélye galigmas: dngesinde vapilmas: gereken en onemli aktiviteler
nelerdir?

4. Kantrol Dz degerlendirme stirecinin beklenen amaa safilayabilmesine yidnelik olarak
vapillan  bir  atélye cahsmas) slirecinde oncelikli  olarak  hangl  aktivitenin
gergeklestinbmesi gerekmektadir?

5. Kontrol Oz degerlendirme sirecinin beklenen amac salayabilmesine yinelik olarak
yapilan  bir atdlye calgmas) sonrasinda  hangl  aktivitenin  gergeklestiriimesi
gerekmektedir?

6- Agaiidaki iglem adimlanndan bir Kontrof Ozdeferlendirme Atdlye caligmasnda;

a, Gerekli olmad@im disiindiginiz adimlars isaretler misiniz?
b. Olmasi gereken adwnlan énceliklendirir mismiz?

wGareuiih (o) | S il [

SUres sabiplevine Moty caligmasing fAgkin tiglensrme yapimas:

| e cabsmest Sutibmotann befrienesl

Ariipe gab A we orga ok

_ | Katibmirlardan zemeny plessns vonelik oney slnmas

Sirws kafite dokiimanlainm inceenmes

oMb o b i 3P

\L\\\\
|
i oD e~

I Konuya digkin standir Tos 6 iyl ygslamaliemn piiades pecirfmos|

Konuya iikin yass ve dicentomelerin gioeden peorfmesi

Walkthrough calgmatarsds mewcut kontroller in painden gecirimes

1% | wasy |
o

=3

En izpmun wi meabyet-sikn konteollern tasatlsemas

SONEREINE
el

Al Dangeioyici|Tetai adici int

™~
B

Sirog sahi tarafindaen arvk ristlerin kabul edibnesi

Katihen sagladigini, zaman ayirdiging ve ézen gasterdiginiz igin tegekhir ederiz.

Betigime: teghamatugigmail cam
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Participant 3:

SORULAR

1- Denetim ve kontrol alamnda heshangi bir sertifikaya sahip misiniz?

2- Kontrol Or degerlendirme ¢aksmatanmin I¢ kontrol sisteminin tasarlanmas: ve
degerlendirlimesinde etkin bir metot oldugunu dislinuyor musunuz?

3. Kantrol 0z degerlendirme surecinin bekk amact saglayabidmesine yonelik olarak
yapilacak bir atdlye calismas) gncesinde yapimasi gereken en onemli aktiviteler
nelerdir?

4. Kontrol Oz degerlendirme sarecinin bekd amacr saglaysbilmesine yonelik olarak
yapilan bir atdlye caligmase surecinde Oncolkli olarak  hang  aktivitensn
gerceklestirilmest gerekmekteder?

§- Kontrol Oz degerlendirme sirecinin bekianen amaci salayabilmesine yonelik olarak
yapilan bir atélye gahsmasi sonrasmda hangl  aktivitenin  gergeldegtiriimes)
gerekmektedic?

6- Asaiidaki islem adsmlanndan bir Xontrol Gzdeferlendirme Atdlye calismasmda;

&  Gerekh olmadgine dagiindOguniz adimlan igaretler misniz?

b. Olmas gerel dimian Sncellendinr misniz?
f a.GerekMIk (+/-} | biSeatama {1-..) [ Yem Adimlan
+ 3 | Siireg sabiphering sailye calgmatea digkin Slglendinme yapiran
. = | i
¥ 1 Atdiye lantanenasi ve eciimesi
+ Lf Kathimoardan zaman planina wieelk ooay adnmas
4 1 Slreg balite dokismantarren incelenmes!
1+ 8 we n Al
+ | 6 Xonuya [igkn standart ve en byl wygulamalann goaden peginimes
+ é Konuya |ighin yasa ve lervelerin ghzden
4+ ’3 walk & ek e pérden gegiril
't to Tasarlanmas het) dededendrimesi
=5 En uygun ve malyet-etkin kootroberin tasarlanmas
- DengeleyicdTelad edo kontrollern tasardanenasi)
- Sdre; sl tarafi ndan actk riskerin kabul edimesi

Katilim sa@ad@imiz, zaman aywdginiz ve tizen gisterdiiniz iin tegekkir ederiz
oto \(m‘-n"u‘l-; Tuw{n Anas) )
lwtigim: tuglumets@ gl com
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Participant 4:

SORULAR
1. Denatim ve ) | alaninda herhangi bir sertifikaya sahip misiniz?
2- Kontrol O: degerdendirme cahgmalannin i kantrol sisteminin tasarlanmasi ve

defterlendirimesinde etkin bir metot oldugiunu distniyor musunuz?
Kantrol U7 degerlendirme strecinin beklenen amaa safilayabilmesine yonelik olarak
vapilacak bir atdlye ¢alismasi pngesinde vapilmasi gereken en dnemli aktiviteler
nelerdir?
kantrol Oz degerlendirme surecinin belenen amaa saglayabilmesing yonelik olarak
yapilan  bir atddye ¢abgmasi slrecinde Oncedikli - olarak  hangl  aktivitenin
gorgeklogtinilmas gerekmektedir?
Kontrol Oz deferlendirme sarecinin bekle nen amacr safilayabiimesine yonelik olarak
yapilan  bir atodye cabsmas sonrassyda hangl  aktivitenin  gergeklestirilmesi
gerekmektedir?
Asaiidaki iglern ademlanndan bir Kontrol Oedegerlendirme Atélye caligmasnda;

a. Gerekh olmaddin disindi@iniz adimlan isaretler misiniz?

b. Odmasi gereken adimlan dncelidendinr misiniz?

2.Gorekilik (+/-} | b.Swatama {1-..) Toom Adimian
i S | Slireg sahiplerine 210k calgmasess Hiskin Bilglendirme yapimas:
—} ) Atélye galsmas kstimatsre belrienmes:
+ | et o plalamma ve orgmiz edimes
\ |5 Katdine dardan zarmie plinims yoekk onay sinmas
4 1 Siireg kalite dokdemantarean poslermesi
4 q ™ -’ 1 & e by L di T
3 Qe | Komynibgin storarive an bl vygmlomalore phoden
*_ 4 Kamaya ib3kin yss v dizenlemeleria porden
), _1  Walktheough catymalanivls meveut kontraklerin gozden gesirilmesi
¥ 0 Tasarl bklenen kontroterin deerlmdin
+ 1\ En uygun w malipwt-etiin koatralerin tassranmics
\'[ Dengeleyicd(Telafi wdici kantroBanin tasarlanmas)
+ W& Siireg sabibi taatescan Ak nskiarn kabul adimes _

Kanhm saglacipoiz, zaman ayprdipniz ve 6zen gisterdiginiz igin tesekkir edera,

105




Participant 5:

SORULAR

1. Denetim ve kantrol slaninda herbangi bir sertifikaya sahip misiniz?

2- Kontral Oz deperlendirme ¢ahsmal g b | gsteminin tasadanmas ve
degerlendicilmesinde etkin bir metot oldugunu daginiyor ?

3. Kontral Oz degerlendirme siirecinin beklenen amac saglayabilmesine yanelix olarak
vapdacak bir atdlye calismasi dncesinde yapdmas gereken en dnemll aktiviteler
nelerdir?

4. Kontral Oz degerlendirme siirecinin bekl amaci saglayabilmesine yonelix olarak

vapifan  bie  atdlye galgmasi slrecinde dncellkli  olarak  hangl  aktivitenin
gergeklestirimesi gerekmektedir?

5- Kontrol Oz defierendirme silrecinin beklenen amac sagtayabllmesine yanelik olarak
vagilan b atolye galgmas sonrasinda  hangl aktivitenin  gergeklestinl
gerckmektedir?

6- Asappdat iglem adimlanndan bir Kentrol Ozdegedendirme Atolye calismasinda;

a. Gerekll olmadifni digimdgimaz ademdan igaretler misiniz?
b. Olmasi gereken adimlan dnceliklendirir masiniz?

aGeredilic [+/-) | BSiralams (3~} Islem Adimiany

Slroc A ilghin

Atiibyn gal kavhimzdann bedird i

Al caltsnalaneen plank o organize adin

- Kanbeslardan zaman planma yoneik anay shnmas

Bt cenfexfinin  onlagilmgs:
| Shireg Kafte

;.S'mc.fe J«Nulr Probkmb"’: incelans~es:

!

Honuya figkin 2ardart ve en iyl uygulamatinn goaden gegiiimesi

Wonuye Hgkin yasa ve d péaden geghdl

Walkthrough laeryla mescut b flerin goaden gegriimesi

= |S [ “nieejlo ™ o W N |~

1
-
|
i deferk
|
i

En uypem ve maliyet-etkin kostrollerin tasarhinmas

il | Dengeleyia|Tekfi edict knntrofenn tasarbnmas)

B bt e o R B

|
[ 3 | Sreg sahibi taratedare artik nskerin kabst echimes

Katbim sagladiprnz, 2aman ayrdifarnz ve Gzen gisterdifiniz igin tegekkilr ederiz,
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Participant 6:

SORULAR
1- Denetim ve kontrol alaninda herhangi bir sertifilaya sahip misiniz?
2 Ki | 02 degerends galigmal ic kantrol sisteminin tasarlanmasi ve

degerlendirimesinde etkin b metot okdu gunu digondiyor musunuz?
Koatrol Oz degedendirme silrecinin beklenen amao saglayabilmesine yonelik olarak
vapilacak bir atolye cahy oncesinde yapilmasi gereken en onemli aktiviteler
nelerdir?
4- Kontrol Oz degerlendirme siirecinin bekl amaa saflayabilmesine yionelik olarak
yapilan hir atolye cahgmas siirecinde oncelikli olarak  hangi  aktivitenin
gergeklestiribmesi gerekmektedic?
kontrol Oz degerendirme surecinin beklanen amac sajjlayabdmesing yonelik olarak
yapilan bir atdlye cahymas) sonrasnda hangi  aktivitenin  gerceklestiriimesi
gerekmektedir?
6- Agaiidaki iglem adimlanndan bir Kontrol Ozdejerlendirme Atdlye caligmasinda;

a. GerekS olmad@ini digiindiiginiz adimlan igaretler misiniz?

b, Dlmas gereken adwnlan dnceliklendiric misiniz?

w
0

s Garekllik (+/) | bSeatima (1-.) TSR
T Siirag sanplering aniilyn calige Figkin Lilgilondnme yapiw
4- 2| Atetye cadgmaz katkmalana besrknmasi
+ 1L | anaye mnp w
LB L( " chan zaman planina wWeoetk onay aknmas
i G | sire; kalite cokmantarmn incelenmest
I = 8 | Potamsiye e ve gatkiarm betrienmes!
' o & Konuya ilgkn standsrt ve on i wyp larin goaden
‘*’ :}' Konuya ilglon yosa ve dizenlemeler in gizden gegirdmes!
L j Walkthrough cakgmalanyia mevoust kontrobern phacen geginimesi
& 4| Tasarlanmas bexk deer
T - L L En uyRUn we maliyet-etkin kontroberin tasacanmas
i r“ AL pebergicd Telafe nich rolleres tasarl Il
o 4‘3 Siire satibi twafandan arhik rekiecn kabul edimes!

Katihm safladigniz, zaman ayedigniz ve 6zen gosterdiginiz igin tesekkor ederiz.
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Participant 7:

SORULAR

1- D imve k | aksminda herhangi bir sertifikaya sahip misiniz?

2- ¥ontrol Oz degerlendirme cabsmalaninm ig kontrol sisteminin tasarlanmas: ve
degerlendiriimesinde etiin bir metot alduBunu dUgliniyor musunuz?

3- Kontrol Oz degerlendirme surecinin bekle nen amac saglayabilmesine yanelik olarak
yapilacak bir atdlye calsmas: dncesinde yapimas pereken en dnemli aktiviteler
nelerdir?

4 K | Oz defierendirme sirecinin beklenen amaci saglayabilmesine yinekk alarak
yapdan  bir  atdlye gahgmasi sUrecinde dncelikli  olarak  hang  aktivitenin
gergeidestiriimesi gerekmektedier?

5- Kontrol Oz defiedendirme siirecinin beklenen amac sadiayabilmesine yonelik olarak
yapdan bir atdlye gahgmas: sonrasinda hangl aktivitenin gergeklestiriimesi
perekmektedir?

B- Asapdaki iglem adimlanndan bir Koatrol Ozdegerlendirme Atdlye ¢alsmasinda;
a. Gerekll olmadigini dostndagonaz ademlan isaretler misiniz?
b. Olmasi gereken adimlars dnceliklendirir misiniz?

aGacekilin [+/] | BSwalama (3-..] Iheen Aderian
— Sirng saliglaring atdlye gaasmissnaitgkio bigiundime
£ A gakgamas: bt dann el }
‘-; Aliihe Calegralarrsn ! we organice edime ——y
3 Katbolaed i 2aevan glanma yianedik ony almeayn
(&3 Siirag kakte doklmaniannin inceknmesi J(
| T a |
| 7 | Keauya Jiin standart v on iye Jann giladen pegriveesi 7'
b | Koauya Hishla yasa ve dizenisooelerin ghiden gegkesi
3 hrough calegralarryla mescut & in gliacken pecicimasi
le Tacard held i dege
" En uygun ve malyet.eton koatrolkrin tasaranmas
/L Dengeleyic| Telaf) edic) kocerallorin tasaranmas|
r3 snmc uhlhl tarahndan artk rsklorin kadul odibnesi

vl imi PenimIyEa Ju 96 20 fnrim
Katihm sagladigine, zmn avlrd iz ve dxen gmurd niz igin tegeldor odcm L& fer e J(

a koo ding olon
o R D2 oo fendioma Sonecunds Ji lebefmiering gnla
ametugl)

k?l‘vm
lbmasi (59&‘:«! g dondolfs, -‘}")/cq Fam Ko 170 o fegn TOAUCS
“
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Partic

ipant 8:

SORULAR

1-
2=

3-

Denetim ve kontrol alanada herhangl bir sertifikaya sahip misiniz?
¥ontrol Oz degerendirme calgmalanimin ic b I inin tasarl ve
degerlendirilmesinde etkin bir metot alduunu diiginiyor musunuz?
Kontrol Oz degerlendirme sirecinin beklenen amaci saplayabidmesine yonelik olarak
yapilacak bir atdlye caksmasi oncesinde yapilmasi gercken en onemli aktivitelor
nelerdir?
Kantrol Oz degerlendirme 5 in bekk amaci saglayabidmesing yonellk olarak
yapilan bir atdlye calgman  stredinde dncelddi  olarak  hangl  aktivitenin
gergeklestiriimes gerekmektedir?
xontrol Oz defierlendirme strecinin beklenan amaci saglayabilmasine yinelik olarak
yapilan bir atélye calymas sonrasnda hang  aktivitenin  gergellestirilmesi
gerekmektedir?
Asagidakl Iglem adinlanndan bir | Qzdegerdendirme Atdlye caliymasinda;

a. Gerekli olmadigim digindUEaniiz adimlan iaretler misiniz? 3

b. Olmas: gereken adimlan Snceliklendirir misiniz? ( L-dmi, 2~ soele 7)

X

Kathm safladi@enz, zaman aprdigmiz ve dzen gdsterdiginiz igin tegekkor ederiz
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padeeloine—)
a.Gorekdlik (+/) | bSwsama(1-..) l Rl Adiman

+ L ) I Shireg sahiplerine attilye calgmasna Higkin biigllendirme yapimas:

¥ L-= Atelye cahgmas kasimakinn beifenmes:

')r A-e Aty | phanl ve organize ediimes|
r e | zaman planing yeebk onay tinmes:

j( 23 Surex, kalite dokimmantarain ncelenmest

Sl Pty tettier ve askMkiarm bedrienmesIsdenmes

’% ¢~ Q Korwyk ifghin standart ve en ry) uygulamalarn poaden geginiimes:

t z-3 Kouwse tiskin yin;ve dizenlemederin wioden gesiin —
’» ¢ Hox g Walktheough cadsmalanyla mevout kontrofiern gieden geginlmesi

5 ¢ i Tasarlanmas beklenen kontrolerin defrfecii

‘\’ §~ \ Frs uypun v maliyetetkin kantroderin tassrlanmas

. B Bengeleyis(Telaf edcl kontrober taseelaomss) S

R d-m Siire; saibi tieafodan artik rekienn kabul edimes)




Participant 9:

SORULAR

1- Denetim ve kontrol alaninda herhangl bir sertifikaya sahlp misingz?

2- Kontrol O: degerlends galigmalaninen ic & | sisteminin tasarlanmasi ve
degerlendiriimesinde etkin bir metot olde gunu diginiyor musumnz?

3. Kontrol Oz degedendi {irecinin bekl amaci saglayabilmesine yonelik olarak
vapilacak bir atdlye caligmas gncesinde yapdmas gereken en dnemli aktiviteler
nelerdir?

4 Kontrol Oz degerdendi stirecinin bekl aman saglayabllmesine yonelik otarak
yapilan bir  atélye cahymasi siirecinde oncelikli  olarak  hangi  aktivitenin
gerceklestiriimest gerekmektedir?

5- ¥ontrol Oz degerlendirme sOrecinin beklenen amao saglayabilmesine yonelk olarak
yapilan bir atolye caksmas sonrasinda hangi  aktivitenin  gerceklegtirilmesi
gerekmektedir?

6~ Agagdaki iglem ademlanndan bir Kontrol Ordegerlendirme Atolye calymasinda;

8. Gerekli olmad@ini digiindigintz adwntan isaretler misiniz?
b. Olmas gereken adimian onceliklendirir misiniz?

aGerekilk (/] [bswmamati [
—3— U Slreg sabvplerine atdlye galismasina ligho bigiendine yapdmic
+4 2 Aibiye cobaran atibadlisti Bateh
—’_ 3 AbSiye P we organize edim:
‘J‘ l¢ Kathimesarcian zaman plarena pandik onay alemass
..l 1Y Sures balite
+ b | e e e st eemesin
+ b4 Karweya ifgkin standart ve en iyi sygfomalann goaden gegriinest
J- > Korwya Ilgkin yass ve cirenlesnelein gizden geck fimes!
-L v litheough cakgmalamyta meveut kontrollerin gliaden gegirimes|
o+ o Tasarlinmas: o
-L Vi) £n uygun ve maltwet-etkin kontrolienn tasarianmas:
"I“ 12 Dengeleyio(Telsfi eckcl kontrollerin tasardanemasi|
-+ {13 Siireg sahibi tarafwsdan artik rizkderin kabul edineesi

Katihm saglad@inez, zaman ayrdifiniz ve ozen gosterdiginiz Igin tesekkir ederiz.

Iletigim; tugbametu pmall com
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